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The Legal Regulation of CCTV in Europe

Marianne L. Grasl

Abstract

This paper explores the recent history of CCTV system regulation in England and Wales questioning
whether recent additions to the law can be regarded as providing for effective regulation, in particular, of
camera numbers. It goes on to explore the legal landscape relating to public and private use of CCTV to
subject publicly accessible space to surveillance in Germany as well as giving an overview of the regulatory
systemsin France, the Netherlands and Sweden. Drawing from this analysis, minimum standards for effective
regulation are explored in terms of fulfilling both the letter and the spirit of laws across Europe

CCTV and Legal Regulation in Britain

What is the legd regulaion of CCTV? Simply, abody of legd norms to regulate surveillance
cameras and their use to observe individuas in a public space. A few years ago, in the mid
1990s when CCTV systems were starting to be ingtalled in town centres across England and
Wales any English (or Welsh) lawyer could more or less happily have said regulation isn't
necessary according to English law. He or she would have pointed out that there is no right to
privacy (at leest not independent of property rights) in this country, so there s little aperson
unhappy about being subjected to surveillance can do. The lawyer might have pointed out that
where loca authorities spend money on CCTV systems, they have a legidative bads for doing
s0 (para. 163 of the Qimind Justice and Public Order Act 1994, London Locd Authorities
(No. 2) Act 1990) and furthermore, that a possibility for rea control, namely the need for
planning permisson, (Town and Country Planning (Generd Permitted Development) Order
1995 Part 33, SI 1995 No. 418) had been deliberately abolished in relation to camera
ingalation. Those more concerned with privacy, may have pointed to article 8 of the European
Convention on Human Rights which gives even British subjects a right to privacy. A certan
amount of jurigprudence from the Human Rights Court could aso have been cited to support this
line of argument. One could, however, dso point to other judgements of the same court
underlining the difficulty of satisfactorily proving a measure (dready ingaled) as unnecessary ina
democratic society. The more cynicdly inclined could point to reactive British legidation born of
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(at least expected) condemnation from the Strasbourg court, making the actua situation worsein
the name of fulfilling the letter of the European Convention on Human Rights. One could,
however, be certain of one matter, no British court could ever demand legd regulation of CCTV
based on the legd Situetion at the time.

That the tenor of debate has changed, since the 1998 Human Rights Act, there is no doubt. Even
British subjects (or are we now citizens?) have a right to privacy, dso in public places. With
reports of over 4 million cameras in use in Britan (McCahill and Norris, 2004), European
lavyers seem uneasy. How can so many cameras be regarded as satisfying a test of
proportiondity. The Home Office, however, pronounces itsdf ”confident” that British CCTV
practice is in line with the Human Rights Act (Henderson 2001). The recent hearing of Peck v.
United Kingdom in Strasbourg, in spite of the complaint for treetment which can only be
described as an ultimate breach of privacy (at least in continental European terms) being upheld,
seems to confirm this view. The Court did not gppear overly keen to criticise the prolific use of
CCTV in Britain. Indeed there is reason to believe that the mere use of CCTV surveillance will
not suffice to invoke article 8 (see e.g.: Taylor, 2002: 76)

We have dso seen the 1995 European Data Protection Directive put into practice by the 1998
Data Protection Act. By 2003 dl CCTV systems controllers were required to register with the
Information Commissoner and to ensure they are operating in line with data protection
principles. These were made explicitly gpplicableto al CCTV systems and specificdly defined in
a Code of Practice for CCTV. Although the legd status of these rulesisn't entirely clear, anyone
operating a system would be unwise not to adhere to them. Breach of the law, as defined by
these guiddines, is a crime and the principles lad down sound rather good: open, fair,
proportiona. Surdly that's regulation of CCTV and quite good too?

Wil it is. And yes, one could describe British sysems which work by the rules as well
regulated. The fact thet the regulation came after a great ded of the systems had been ingtdled is,
to European minds, a bit peculiar, but then history works in strange ways and it’s the end result
that counts. To be fair, the end result cannot yet be seen and there are signs that the changed
legd Stuation is making a difference. In June 2003 a High Court ruled that ”name and shame”’
campaigns using CCTV recordings could beillegd. The law contains potentid to dter the (md-)
practices which appeared to have been frequent in the past.

The law aso contains requirements such as proportiondity which, as we will see, could be akey
to setting quite different sandards and ultimately requiring that systems currently in place in
Britain might have to be dismantled. The law has this potentid, if it isinterpreted and enforced in
this way. And here lies the crux. The essence of the threat many regard as emanating from
CCTV isnot captured well by legidation concerning data protection. A growing net of cameras
with the potentid to survell an individua day in, day out may in fact do no more than give that
individud the perception of being under survelllance. That is what CCTV systems and even
dummy cameras intend to do in order to deter that individud from committing a crime.
Regulation deding with factua gathering of persond datawill not be invoked in the vast mgority
of cases. Thisis particularly true in light of the recent Court of Apped decison in Durant v. FSA
([2003] EWCA Civ 1746) limiting the definition of * persond datal .
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Even beyond legd argument and assuming CCTV systems will remain fully subject to data
protection legidation, for very practicad reasons, like the actud resources available to enforce
these rules, serious doubts remain that Britain, has effective regulation. Regulatory bodiesin the
UK notorioudy lack resources and are reliant upon the good-will and co-operation of those they
are regulating and their activities are frequently triggered by a specific complaint (see eg.:
Sanders and Young, 2000: 365). These issues become dl the more rdevant in the data
protection field where breaches of regulation will not leave any physicd trace.

Let us however assume that CCTV systems in the UK work according to data protection
regulation and are within the ambit of what is regarded as necessary in a democratic society as
defined by the European Convention. In that case, the legd Situation in England and Wales could
be said to regulate CCTV. It is, however, no more than regulation of work with CCTV. It is by
no means regulation of the main issue surrounding CCTV. Namely legd control of whether a
camera may be ingtaled or not. How could it be? The cameras were there first. We cannot
conclusvely say that it never will effectively regulale CCTV, dthough the idea of ingtaled
systems being dismantled due to these regulations doesn't fit easly with the development in
England and Waes so far. Any ruling coming after thefact — unlessit is effectively forbidding it —
must surely lead to far-reaching changes before it can be clamed to be doing anything more than
just clearing up the mess and damming in the damage.

The regulation of CCTV in Britain can a& most be regarded as potentidly interesting for othersin
terms of good practice. But as far as the mogt basic issue of regulating CCTV is concerned,
namely regulaing the number of cameras inddled, English law cannot be said to be of any
interest to another country.

As the above andys's has demongrated, in Britain we have not been able to rely on European
privacy law to regulate CCTV use Although the issue is controversd, it is difficult to
conclusively declare the British Situation as compatible with or in breach of European legidation.
Thus the search for European regulation becomes a question of whether other European
countries have regulated CCTV a a nationd level. As Britain is gill regarded as world-wide
leader as far as camera surveillance is concerned, it would appear that Britain is ether quicker
than the others or that they have more effective regulation.

In terms of avoiding high camera numbers, Denmark certainly has stronger regulation than
Britain. CCTV survellance is generdly forbidden there. There are exceptions for owners of
certain kinds of property, such as petrol stations. They are subject to a strong requirement to
inform those subjected to surveillance about it. Public authorities and the police are permitted to
use CCTV. The police can dso do so covertly. These exceptions may gppear far reaching, but if
one congders the proportion of British cameras which were indalled and are owned by non-
public bodies, but which make up such a sgnificant part of the survelllance net, it is not difficult
to imagine how different the Stuation might be, if a generd ban on such systems had been in
place during the 1990s. Denmark’ s position is however unique.
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Before | can begin an more in-depth andyss of other European legd systems, some closer
definition of the subject matter would appear necessary. As has frequently been pointed out,
CCTV aurvelllance is a diverse phenomenon (see e.g.: Norris and Armgtrong, 1999: 55). For
this paper’s purpose, it is sufficient to define it as camera survelllance of publicly accessble
space. Publicly accessible space can be a street or square, but dso includes what is factually
private property, open to the public, such as banks, petrol stations, etc. A CCTV system can be
run by a public authority, like the police, or by a private owner or body. As we will seg, the
regulation of CCTV within Europe usudly differentiates between private and public, in particular
police, CCTV.

Germany

Germany is a case in point. The Stuation there is complicated by the country’s federd structure.
Asfar as video surveillance is concerned, it is sufficient to say that the inddlation of camerasto
aurvel an area permanently, in so far as thisis done by a public authority, is governed by state or
‘Lander’ police law. This means that each of the 16 German Lander can have differing Stuations.
In fact, there are not 16 different solutions; about 3 can be easly identified: @ Lander with no
lega bassfor CCTV surveillance as British people know it, b) states dlowing video surveillance
by the police in certain, relatively well-defined situations and ¢) states with awider ranging lega
permit for police and occasiondly other public authorities, to ingal CCTV systems, to make
recordings and to store these for arelatively long period of time (Weinbrenner, 2001).

CCTV can of course not only be ingaled by public bodies (and for the most part in Germany,
discussion about dlowing public ingament of CCTV focuses dmogt exclusively on the police)
but dso by private persons or entities. Where private property is open to the public, thistoo fals
under the law. As in other continental legd gystems, however, a private person wishing to use
cameras to watch over his or her own property is regarded as entirdly different to the police
wishing to observe a public road or square.

Surveillance by Private Persons or Entities

A person may ingdl and use CCTV on the basis of his or her rights as the owner of property
(Hausrecht). This right is, however, not unlimited, as his or her actions touch upon the human
rights of those affected, namdy their right to develop their persondity fredy (Recht auf freie
Entfatung der Personlichkelt). This right is protected by article 2 | of the German condtitution in
connection with article 1 1. This generd right to on€' s own persondity includes the right to one's
own picture (BVerfGE 34, 238, 246, 248). The legdity of an interference with this right, is
judged according to the * Sphéren’ or * Drei- Stufen-Theorie’ (sphere or three steps theory) of the
Federal Congtitutional Court. According to this theory, every person has three levels of privacy.
She or he has aright to privacy, but as a socia being is aso required to accept a certain
limitation of this right. Centrdly, there is the intimate sphere (Intimsphére) or the core area
(Kernbereich) of his or her persondity, which receives absolute protection. Beyond thet, there is
the badic private sphere (die schlichte Privatsphere) and the individual sphere (Individua sphére).
These can be interfered with on the condition that Verhdltnismaldgkeit - proportiondity - is
preserved in doing so0. This has particular rlevance in relation to CCTV, because any recording
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made can be used before a court, which is regarded as state (i.e. a higher levd of) interference.
The property owner’s or (where recordings are to be used before court) genera public’sinterest
is weighed againg the individud’s right to privacy and the former must outweigh the individud’s
in order for surveillance to be permitted, i.e. the generd public’'s interest in prosecuting crime
must be weightier in order for recordings to be admissible as evidence (BVerfGE 34, 238, 247).

Interference by CCTV will often be considered as comparatively light as it only takes place for
as long as one is within a certain space. Surveillance is even more likely to be regarded as
proportionate, if one gives persons who become the objects of surveillance a choice whether or
not to subject themsdves to it by informing them of this survelllance. In this case, the arguments
agang CCTV ae regarded as farly week because there is implicit consent to CCTV
survelllance. The fact that a person who, for example, needs to travel may have to enter atrain
station with CCTV to do so and, therefore effectively has no choice, has yet to be addressed. It
is likely to become more controversa as camera numbers increase. This Situation cannot redly
sad to be one of satisfactory regulaion and is the subject of frequent criticism in particular by the
Data Protection Commissioners of the federal states and a nationa level. The new Federd Data
Protection Act does nothing to improve the Stuation. As the number of cameras grows,
however, the pressure for more regulation is growing too.

On a pogtive note, one should mention that the courts do perform a red baancing evauation.
Where people are being filmed regularly near their homes or where the court has deemed milder
measures more suitable, an order will be made to dismantle a camera. In the most famous case
the Federd Court ordered one party in a conflict between neighbours to remove the camera he
had inddled to document high noise levels being caused by his neighbours. The court surmised
that those affected were subjected to a fedling of being watched permanently and that the
interests of the other party could not justify this, particularly as other less intrusive methods,
could achieve any documentation deemed necessary (see BGH-Urtell NJW 1995, 1955).
Furthermore, athough there is a centrd weakness: that illegdly obtained pictures are dso
weighed againg the individud’s interest, one recent court decison, shows tha tis type of
reguldtion does have some effect. In this case, the court refused to admit recordings of a
customer gpparently swapping price labes in order to purchase a purse a a sgnificantly lower
price, because the department store detective had used the CCTV (which was considered
secret because no signs drew attention to it) to secure evidence of a crime and not to prevent
damage being caused to the owner by it. In other words, secret CCTV would be permissible if
used to take immediate steps and to prevent crime. Where this purposeis not served, individud
privacy is more important. Where CCTV is used more as a form of entrapment to secure
evidence, the courts will declare this use unfair and illegd, if no warning of potentia surveillance
isgiven.

Nevertheless, asfar as privately owned property is concerned, the ability to film and survell usng
CCTV s far-reaching and recordings made will often be admissble before a court. Even illegdly
made recordings may well be consdered to be admissible evidence of a crime (Beulke 2002:
474).
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The use of CCTV by private persons and entities accounts for the vast mgjority of ingalations.
This is true both in Germany and in the UK. A recent study illugtrates very clearly how these
ingallations contribute to the survelllance net and it should, of course, not be forgotten, that these
cameras aso present a resource to the police (For clear illugtration of the role and extent of such
surveillance to protect huildings and traffic networks in London and Berlin see Topfer et al.,
2003: 33-40; and McCahill and Norris, 2002: 6-10, in particular). Where the police work
actively to intigrate such cameras into their strategy (as e.g.: in Minich, see Smon 2000) thisis
al the more true.

Police Surveillance

As far as surveillance by public authorities (and in Germany this usudly means the police) is
concerned, we have an entirdly different Stuation. There is a very complex condtitutiona
argument about whether mere observation of ascenein which no individua person isidentifiable
via a camera, is an interference with a German citizens basic rights and therefore requires
specific legd regulation. This debate has, however, become unimportant in practice because: a) it
is now amost superfluous, as the mgority of Lander and the Federa government have
introduced permissive legidation for CCTV survelllance and b) because CCTV asit isused in
the UK, and as the police in Germany are finding they wish to use it, is not about observing
unidentifiable groups of people, a central aim is precisdly the ability to observe an individud and
to enable his or her identification. The latter is unquestionably an interference with a person’s
basic rights according to German condtitutiond law.

We can, therefore, assume that using CCTV without a permissve legd bassisillegd. For this
reason most Lander have introduced legidation more or less like that of Saxony, for example,
where 8§ 38 2 of the Saxon Police Act dlows palice to survell and record in various (broadly
defined) geographic areas where actud indications judtify the assumption that, in this type of
place or at objects of this sort, offences will be committed which endanger persons, objects or
assets (so-cdled Vermogenswerte).

These laws are not quite as broad as they sound at firgt as they are subject to the congtitutiona

principles of Verhdtnismd3dgket and Erforderlichkeit - as are dl gate inditutions in the exercise
of their power. Verhdtnismégket or proportiondity means that the method chosen may not be
disproportional to the problem to be solved. Accordingly, some experts regard the interference
with condtitutiond rights as illega in order to combat crimes of a trivid nature. Indeed some
states expressly forbid this.

Erforderlichkeit means that the method chosen must be appropriate and necessary, i.e. it must be
one which promises to solve the problem and must be the mildest possible method in the sense
that it interferes as little as possible with the rights of those affected.

The Impact of Legislation

The practicd effects of this legidation, and in particular of the debates which surrounded the
cregtion of permissive regulation, have been that the police and those legidating for police forces,
appear to fed aneed to judtify the use of CCTV. Thus an ingtalation will often be preceded by a
crime rate analysis to prove the need for CCTV and this analysis will continue whilst the cameras
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are in action. Persons running CCTV systems might well argue that no legd regulaion is
necessary to achieve this and they may wel be right. Wdl run systems should be doing this
anyway. A legd requirement to do so is still a different matter. Furthermore, it should be stressed
that German law requires a judification and legidative bads for interference with an individud’s
rights. This may not seem like much in the face of the potentia threet to these rights some of us
regard CCTV as being, particularly since the police can and do till ingall. Nevertheless, | think
it is safe to say that so far the lega requirements have lead to police and decision makers being
cautious about the inddlation of CCTV. Thisiis reflected in the relative limited number and sze
of CCTV sysemsin Germany (which usudly consst of lessthan 10 cameras) and the fact that in
Leipzig one camera was dismantled after it was deemed no longer to be necessary. A system, in
Bidefeld, dso stopped operating for some time for the same reason. Comments can aso be
found in the press which illustrate a greater awareness of potentiad controversy, thus one can
read for example, that a chief superintendent (in Leipzig) has no interest in linking police to
private cameras, not because of technicd difficulties but because “we do not want an English
gtuation” (Holzer and Krischer, 2000). There is evidence of generd awareness thet there is a
conflict of interests.

The legd regulation in Germany is one matter and its power should not be over-estimated. In
soite of Al | have sad, the use of CCTV isincreasing and it is not dways being used in ways one
would regard as compatible with the stringent enforcement of the principles mentioned above.
Neverthdess, in comparison to the British Stuation it must be regarded as advantageous. The
need for permissve legidaion meant that parliamentary debate had to ensue, reaively strong
data protection ingtitutions were able to give these debates a serious critica flavour, which even
hard-line CCTV supporters were forced to acknowledge. In some cases, they led to legd

restrictions in the police use of CCTV (Northrhein-Westphdia), in others they did not. But a
least an atmosphere was created from the very beginning in which police were aware that some
citizens would question their use of CCTV. Whilg the use of CCTV will certainly continue to
grow, potentidly excessively, especidly if surveillance by private ownersis not regulated in some
way other than a post-hoc gpped possbility before courts, one can say that legd regulation of
CCTV exigsin Germany. Asfar as use by public owners in concerned, this regulation has been
relatively successful, so far, in ensuring that CCTV isused - | would like to say only in Stuations
in which it is truly necessary, that would however be overly optimidic - only in farly limited
circumgtances. This may change as post 9.11 legidation comes into use. So far, however, the
spread has not been extensive. Public systems are small and il relaively low in number.

Asfar as the regulation of privately owned systems are concerned, there are other examples of
regulation in Europe which require an ingdlation to be gpproved. This would gppear to be a
potentialy effective means of regulaion.

France

In France for example a 1995 law and a 1996 decree require that the Prefect in each French
Département (adminigtrative region) be informed of any plansto ingdl a CCTV system and that
he or she decide whether the indadlation is to be gpproved. In making this decison, the Prefect
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must conault a loca committee, the CDV, which is presided over by a judge. Alongsde the
judge, the CDV is manned by another magistrate, a representative elected by the locd trade
chamber, an dected palitician such as the mayor and a person with technica knowledge (who
may, however, not be a serving police officer). Their decison is made by mgority vote and isa
recommendation to the Prefect, which he or she will, however, dmost dways go by, because the
CDV is more competent to make the decison than he or she is. The Refect’s decison is find
but can be contested before an adminigtrative court (i.e. is subject to judicid review). An
applicant must prove that the area one wishes to protect by CCTV is an object particularly liable
to theft or attack.

By the end of 1999, 38.520 CCTV ingdlations had been approved. In 1999, 4500 applications
to ingtal CCTV were filed, 4200 were, gpproved, 300 were refused, because they violated the
law. In other words a consderable number of CCTV systems are gpplied for and only a small
minority do not gain gpprova (most of whom are told what needs to be changed in order to gain
gpprova). This has been the subject of particular criticism. It should, however, be noted that of
these figures, a large number of gpplications ssemmed from banks, petrol stations and shops.
Areasin which, in Britain but aso in Gemany, CCTV ingdlations have long taken place and are
regarded as relaively uncontroversd. In how far this will prove to be an effective contral of
CCTV remains to be seen. Clearly the legd and ingtitutiona potentid to effectively regulate the
use of CCTV sysemsisthere, in how far practice will do this, is another matter. The falure to
include police camerasin thislega framework is a subject of considerable cortroversy in France
(Oqueteau, 2001).

Sweden

Another, at least apparently, well-regulated system is the Swedish one. Here, again, there is a
kind of licenang system. All potentid CCTV users (except for those who wish to use cameras to
observe a ‘protected object’, to improve a drivers sght when ingdled onto a vehicle, if the
nationa road authorities wish to observe traffic flows, westher conditions etc., or where the
police use CCTV againgt speeding offences or to observe a particular location for (p to one
month with grounded suspicion that a particular serious crime or accident will take place there)
must make an gpplication to the County Adminidrative Board. This gpplication must contain
detalled information about the planned sysem and survellance area, as well as include
agreement to surveillance by any employees affected. Thereis agenerd requirement to inform of
the surveillance by sgnposting outside of the surveillance area. Ingtalation may only be for crime
prevention and detection reasons and the cameras must be fixed and may not have a zoom
function. An gpplication will be gpproved if the interest in the survelllance in question outweigh
the individua’s interest in not being survellled in those particular circumstances. There are some
circumgtances, eg. banks, were owners only have to inform of surveillance, i.e. where it is
aways considered acceptable. A representative of the area to be surveilled must be heard. An
gpplication can be granted in part or as awhole or only for a limited period of time. An appeal
can be made againgt the Board' s decision before an adminigtrative court.
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This sounds like a very privacy protecting sysem and comparatively, it certanly is. Actud
practice has, however, been criticised because the County Adminigrative Boards are dso
required to supervise surveillance systems and have been found not to be doing so. For example,
of an estimated 11 500 cameras, the Stockholm Board had only inspected 400 between 1998
and 2000. When the Swedish Helsnki Committee did a random survey of survelllance sights,
they found many CCTV systems to be in breach of the law, in particular due to a lack of
sgnpogting, but aso due to filming a larger or different area than was dlowed. A complaint
about this sate of affairsto the Parliamentary Ombudsman resulted in a statement that one could
not oblige the County Administrative Boards to perform their legd duties as long as they are
financidly incapable of doing so, which they clamed to be. A potentidly atractive regulatory
solution must of course be adequately financed (Hardh, 2001).

It should be noted, however, that the requirement even for the police to have to apply for CCTV
ingdlations, may ill be consdered an effective control and is likely to enhance some d the
beneficid effects found in Germany further. Also one should remember that in 2000 Sweden was
estimated as having 30 000 CCTV camerasingdled, with systems congsting of 3,2, camerason
avarage. A very different Stuation than in Britain. To enable a comparison; this would mean
approximately one camera per 300 Swedish citizens, as opposed to roughly 1 per 14 British
citizens.

The Netherlands

Ancther interesting case is that of the Netherlands where CCTV weas firg inddled in the late
1990s. In the meantime, 80 of 550 municipdities have a least one ingdlation. Public authorities
must make an goplication to ingal to the gemeenteraad (municipa council) which is consdered
according to locad needs. The view in the Netherlands was that internationd treeties, the Dutch
condtitution and the European Data Protection Directive provided a basis for a comprehensive
regulatory scheme. This was regarded as requiring that survelllance must not be secret (unless
required to be so for detection of a specific crime), be for a closaly defined purpose to detect or
prosecute defined crime or behaviour and it must be necessary for the owner to perform his or
her duties. The duties of a private person are regarded as limited to his or her property. Public
places are the respongbility of the mayor asssted by the police. As in Germany, less intrusve
measures must be conddered not only before ingdlation but dso periodicaly in reviewing
CCTV aurvelllance. A complaint about unsuitable survelllance can be made to the loca council
and by civil writ to a court. In addition the Data Protection Board has a duty to supervise CCTV
surveillance and has ingpection powers. In order to consolidate these regulations, the Dutch
government drew up laws specific to CCTV surveillance and has expresdy forbidden the secret
use of CCTV aurvelllance in public places (Offens, 2001).

The Spirit of the Laws in Europe

The law in France, Sweden and the Netherlands requires that attention be drawn to CCTV
survelllance by sgns placed outside of the surveillance area so that a person be made aware of
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entering it. In Germany signposting sgnificantly lowersthe level of interference with condtitutional
rights CCTV survelllance is seen as causing. In the UK the advent of data protectionlegidation
gpplicable to CCTV systems led to a proliferation of signage. Across Europe it would seem,
there is agreement that those subjected to surveillance should be made aware of it. There can
only redly be one reason for this where an area is generdly under surveillance any person
entering it having been informed of the surveillance implicitly agrees to it. The genera dtance
would appear to be, if privacy rights are affected by survelllance & a generd leve (and it would
appear the jury is Hill out on this one), implicit consent by the individud under surveillance
negates any breach.

The lega concept of consent is, however, not a Imple matter. There is agreement that to be
vaid, consent mugt be full and free (Alexander, 1996: 165). This indicates that the person giving
consent must have the capacity to do so based upon sufficient information and must have a
choice in doing so. There is plenty of controversy here. Given the doubts expressed in relation to
CCTV’s publicly propageated image as an effective crime prevention tool (see eg.: Coleman and
Norris 2000: 166) or that the genera public know the workings of CCTV systems (see eg.:
Squires and Measor, 1996: 8), it is difficult to argue that consent is full. As the numbers of
camera inddlations grow and especidly when a surveillance densty such as in the UK is
reached, the issue of freedom rears its head. If | cannot purchase food without coming under
aurvelllance, how can my consent to that survelllance be said to be free? If | can only avoid
aurvellance by leading an sdf-aufficient life on my own private property, surdy my consent to
surveillance cannot be considered to be free? Anything which forces me to make such a choice
must surdy be interfering with my human rights? The obvious response is of course that no
ordinary reasonable man would respond in this way because it is digproportionate. One might
even try to argue that there is no breach of any rights or thet interference is only dight. In which
case we return to the origind  question; why the requirement to sgnpost? Why is consent to the
surveillance by those subjected to it regarded as at |east desirable?

Furthermore given that the European Human Rights Court have refused to exclude very public
gpaces and actions from the realms of privacy law (Niemetz v Germany (1992) 16 EHRR 97),
aurely such alevd of surveillance must affect my right to privacy if thisisto afford any protection
to socid interaction even in public space?

It has been pointed out that the right to privacy as defined over time is of little help when it
comes to regulating low leve, generd survelllance (see Stalder, 2000) and indeed CCTV
surveillance is a case in point. The weakness of focusing on privacy in a data protection sense
becomes obvious. The German notions of spheres of privacy, which can adso be seen in the
European Court’s doctrine (see: Taylor, 2002: 73-) are more helpful. And indeed the Federd
Condtitutional Courts judgement highlighting the right to informational salf- determination, the so-
cdled Volkszdhlungsurteil, focused not only on aright to determine what happens to one's data
but so on the data subject’ s behaviour in response to the potentid collection of data (BVerfGE
34, 238; see aso: Baumler, 2000: 3). Following this line of legd argument, an interference with
the right to privacy can not only be caused by gathering data but by causing a person to adapt
his or her behaviour. A focus on the reaction to surveillance means that privacy issues arise not
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only where the person isin fact under surveillance but dso where she or he believes she might
be. Thus a dummy cameraor even asign indicating surveillance becomes privacy relevant.

There can be little doubt, that surveillance will be dlowed in many cases. Deterring crime or
using cameras to assist police work are doubtless legitimate ams necessary in a democratic
society. However, whether this will remain the case once survelllance density passes a certain
point, can be seen as a different matter. Where public space is increasingly subjected to
aurvellance, the nature and weight of the privacy rights of those within it must change if the
notion of some kind of privacy protection in it is not to become a farce. This argument only
becomes more weighty in interaction with issues of consent.

Issues of this kind are often not apparent when reading the letter of the law but the spirit of
European and national law and jurigprudence provides some foundation for such argument. The
increase of CCTV usein countries with along-term conditutiona commitment to privacy islikdy
to dter the terms of debate surrounding CCTV.

Providing Effective Legal Regulation

From the examples of legd regulaion above, one can gain a good impresson of what good
regulation should provide for. The most important element would appear to be to provide an
opportunity for serious debate. This can only be achieved where there is some lega requirement
preventing those who wish to ingal CCTV from being able to do so without consultation. Thisis
best served ether by a need for a permit or a conditutionaly anchored requirement for
permissive legidation.

Whether it would be sengble and practicable to require police to apply for each individud

system is bound to be controversid. The police have the legd duty and right to interfere even
with the most important of human rights under certain circumstances so it may well be regarded
as aufficient if, in relaion to CCTV, these circumstances were defined by a democraticaly
legitimated process. A definition of the parameters of CCTV and the acceptability of its use is,
however, aif not the central pre-condition. This requires a debate of some sort asto whet leve
of survelllance is acceptable atogether, what crimes CCTV can legitimately be used to fight,
how etc. These then need to be moulded into clear laws, where necessary augmented by clear
guiddines at alocd leve, including provisons (in so far as the law does not provide) for areview
of each ingtdlation before it takes place, but dso with mechanisms to review the need for CCTV
surveillance on a regular basis. Given that the police are regarded as serving not their own but
generd public interes, this must be defined. Since the police are concerned with fighting crime
and public order issues, it seems inappropriate to require or expect them to consider privacy and
human rights issues and to get the baance right. Thisisajob for the legidature.

As far as private systems are concerned, the issues are quite different: the conflict is between
many individuds privacy and usudly the owner’ sinterest in protecting his or her property. Whilst
the legitimacy of protecting property needs to be consgdered, it would seem wrong to neglect the
public interest element entirely, e.g. by only recognisng a conflict where one individua complains
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that his rights have been interfered with in a specific case. Smply baancing one individud’s
property rights with one other’s privacy rights is only part of the issue. The property rights must
be balanced agang a larger number of individuds privacy rights. This and effective legd
regulation can only redidticaly be achieved by a permit sysem. Where, however, such a large
number of applications to ingtal cameras are made that one would consider an aeaasawhole
to have too much CCTV, there must additionally be a possibility of regection on these grounds,
i.e. the ability to review each agpplication to ingdl a camerain a greater context of how wide-
soread surveillance dready is. A first come firgt serve basis for deciding who may ingtal would,
however, in itsdf be conditutiondly problematic and so we return to issues of planning.
Ultimately legd regulation in this fiedd aso reguires the pre-condition that decisions have been
made as to how far CCTV survelllance is acceptable.

Agan ingdlations should be subject to continua reviews as to their necessity and it must be
possible to order a system to be dismantled.

Legd regulation on a micro-level isrdatively sraight forward and has been provided for in many
European countries. However it is more difficult to see how the spirit of conditutiona or human
rights doctrine can be worked into this scheme, particularly as data protection law may prove to
be ingppropriate. There is nothing new in technology chdlenging the law. Nor in the
modernisation of legal concepts to fit the times. If we are not only to witness an ever increasing
proliferation of CCTV, the authorities permitting ingalation must not only have the right to
dismantle on the grounds that the cameras are no longer necessary to achieve the am for which
they were ingtdled but aso because the area in which they are ingtdled now has so many
cameras that issues of consent and possbly the nature of the privacy rights of those under
aurvelllance has changed. This of course requires the palitical will to define and confer such
POWers.

Concluding Comments

Many European states explicitly acknowledge that CCTV surveillance in public space cregtes a
conflict with the right to privacy — and thus regulation is both necessary and desirable. A permit
system gppears to be fairly common for private users wishing to survell a public space. The
police are frequently granted a wider ambit in which to use CCTV surveillance but this does not
necessarily mean thet they fed free to indal alarge number of cameras. The law can effectively
limit CCTV use. This can of course only be true where it is effectively enforced in word and

Spirit.
There can be no doubt that law will reflect public opinion and the pressure and desire politicians
fed to ‘do’ something about crime. The wave of panic unleashed by the 11" of September 2001

saw severd daes in Germany broaden the permissive nature of their video survelllance police
laws.

Whether regulation in the European sense, would have made any difference to the British
development of CCTV use is a question which will dways remain unanswered. Would any legd
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argument have stood stead to the pressure perceived and generated after the Bulger case? It
might have done. It could have given critics a better forum in which to argue their case. The fact
isthat legd regulation provides an opportunity. It provides a forum in which legitimate criticiam
and concern about CCTV in generd, but dso about use in aparticular case, can be stated.

Smply having to serioudy address privacy issues when gpplying for permission to ingtdl CCTV
may influence the way operators use the technology later. A legidative and, particularly, a
licensing procedure (with the potertid to rgect an ingalation after taking awide range of factors
into consideration) can provide abulwark againgt panic reactions. This of course al depends on
there being persons willing to and in a pogtion to present the arguments againgt CCTV.

Therefore, a well established data protection network (such as that of state and Federal Data
Protection Commissioners in Germany) will, for example, be necessary to provide the substance
within alegd framework. But argument is aso necessary beyond the issues of data protection.

Effective regulation can only achieved if it isin place before CCTV has soread widdly. In other
words, it is more likely to be achieved in countries where there is fundamenta recognition of
privacy issues such as systems congtitutiondly requiring legidative authority before police can use
them.

The efficacy of regulaion will depend not only on its qudity, but far more on a country’s long
term commitment to privacy and the indtitutional safeguards it has dready inddled to protect it.
CCTV aurveillance dso raises problems as to the definition of privacy and will continue to be a
legal chalenge long after the keenest issues of regulation have been solved.

Additiondly, red, perceived or generated pressures on crime policy, and how far they are
dlowed to erode lega safeguards, will be dementd. Ultimatdly, the question remains in how far
a population will be prepared to chose freedom from surveillance over the security it believes
CCTV can give it. Given the tendency in Europe to accept a great ded in order to combat
crime, the gpparent pressure for CCTV will have to be combated by reasoned argument. Above
al this needs time and a forum which, as this paper argues, lega regulation can help to provide.
Legd regulationisonly afirst step. But it may be akey one.
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