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Abstract

This paper analyses and considers the impact of a landmark decision by the European Court of Human
Rightsin January 2003 which highlighted the inadequacy of U.K. law in protecting the privacy of individuals
captured on closed-circuit television (CCTV) cameras in public places. The domestic and Strasbourg

decisions in the Peck case are assessed. Analysis of the subsequent responses of Government, the Courts
and the media demonstrates that the lessons of Peck have yet to be learnt, and the Human Rights Act 1998
has failed to ‘bring rights home’ when it comes to Article 8 of the European Convention on Human Rights
(ECHR), which guarantees the citizen the right to respect for private life. Privacy inthe U.K. isnow at best a
residual right: what’s|eft after each of an array of competing concerns havetheir say.

“Thisis afree country, Madam. We have aright to share your privacy in a public place.”
Sir Peter Ustinov, Romanoff and Juliet (1956), Act 1

1 Liberty, London. mailto:Privacy @L iberty-human-rights.org.uk
2 Cartoon reprinted with the kind permission of theNew York Times.
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1. CCTV, Human Rights, Fish and Bicycles

The philosopher Vique' s observation that ‘a man without religion is like a fish without abicycle
has regrettably been eclipsed by its paraphrase, the now hackneyed dight credited to a range of
feminigts, ‘awoman needs aman like afish needs abicyc€ .3 To some commentators, thereisa
amilar conceptua mismatch between the issue of CCTV and the use of a human rights
framework of andyss for them, CCTV is the fish and rights language the bicycdle. The
juxtagpogition of CCTV and human rights is considered varioudy as misguided, wrong-headed,
overdated or hysterical. David Brin bemoans the “shrill, paranoic rants by congpiracy fetishists
who see Big Brother lurking around every corner”4; Nikolas Rose is criticd of the knee-jerk,
unthinking use of terms such as ‘dectronic Panopticon’ and ‘society of control’S; many
criminological and sociological commentators on CCTV issues focus amost exclusively on
effectiveness questions and thus, explicitly or implicitly, rgect “the occasonad complaints of the
civil liberties lobby”6; CCTV is usudly an absentee topic in legd texts on the Human Rights Act
1998 (HRA) generdly and the right to privacy in particular.”

Underpinning such reluctance to countenance CCTV as a potentid human rights issue are a
number of factors. Firgtly, CCTV isgenerdly ingtalled or used for a stated benign purpose, such
as “public safety” or another “sensible-sounding good’.8 Covert use of video surveillance has
been used in high-profile crimina cases to snare child abusers® and murderers0 The Home

3 The phrase was incorrectly attributed to the feminist Gloria Steinem by Time magazine in August 2000, an
error Steinem corrected in the following edition’s letters' page: “in your note on my new and happy marital

partnership with David Bale, you credit me with the witticism, ‘a woman needs a man like a fish needs a
bicycle’ In fact, Irina Dunn, a distinguished Australian educator, journalist and politician, coined the
phrase back in 1970 when she was a student at the University of Sydney. She paraphrased the philosopher
who said, ‘Man needs God like fish needs a bicycle.” Dunn deserves credit for creating such a popular and
durable spoof of the old idea that women need men more than vice versa.”

4 David Brin, The Transparent Society (Reading, MA.: Perseus Books, 1998), p. 8.

5 Nikolas Rose, ‘ Government and Control’ (2000) 40 B.J. Crim. 321.

6 See e.g. Nic Groombridge, ‘ Crime Control or Crime Culture TV? (2002) 1 Surveillance and Society 30. He
initially claims that his paper considers both the ‘ pragmatic’ criminological arguments and ‘the civil liberties
arguments’, but the only references to the latter in the 16-page article consist of half a paragraph referencing
the Privacy International website and a number of ‘refusenik’ comedians, and a separate mention of the
“function creep’ objection to CCTV. In addition, Groombridge assumes that the ‘ pragmatic criminological’

arguments and the ‘civil liberties' arguments are unrelated and usually at odds - he states that, “it is not
easy to encompass the pragmatic criminological effectiveness argument within the principled human rights/
civil liberties objections’. In fact, the classic civil libertarian objection to CCTV isthat the state should not
interfere in the citizen's life unless it can show a legitimate, effective and proportionate reason for so
interfering, a position which incorporates the ‘ pragmatic’ within the ‘principled’.

7 Legal journalism and texts dealing with the Data Protection Act 1998 (“DPA”) are exceptions.

8 Noel Whitty, Thérése Murphy and Stephen Livingstone, Civil Liberties Law: The Human Rights Act Era
(Bath: Reid Elsavier, 2001), p. 313.

9 Seeeg. Re D.H. (A Minor) (Child Abuse) [1994] 1 F.L.R. 679, in which covert video surveillance of

parents who were suspected of child abuse was permitted and the resulting evidence ruled admissible.

10 The most recent and prolific example of this is the Soham murder trial of November and December 2003.
Cf. Allan v. U.K., App. No. 48539/99, decision of the E. Ct. H.R., November 5" 2002, in which the covert
audio and video surveillance of the applicant within his cell, the prison visiting area and upon a fellow
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Office's online CCTV Initictive includes a pogter for download by the owners of smadl
businesses explaining how CCTV will help them cut crime and increase profits and case studies
of CCTV in action.11 The media frequently echoes this trumpeting, goproving style of andyss
from preventing vanddism of fire engines on Teesdel? to helping palice find the killers of a
grandfather in Rochddel3 the technology is presented as a highly effective tool of both
deterrence and detection, with few questions raised about civil liberties implications (or its
effectiveness, for that matterl4). The stated policy purposes behind CCTV tend to be silent on
the issue of privacy or other rights. Motorway CCTV, for example, supplies ‘useful information
for management purposes and ‘the images are not being gathered as part of an attempt to exert
generd control upon human beings but as a detailed map which can supply answers to eaborate
inquiries directed a improving inditutiond operability.’15 Such motivations make the
characterisation of the spread of CCTV as ‘Orwdlian’, indicative of ‘the desth of privacy’, the
growth of a ‘maximum security society’ or an ‘eectronic Panopticon’ seem outlandish. 16
Indeed, the benign purpose behind CCTV inddlation is sometimes in itsdf human rights related
and provides safeguards for the vulnerable, asin the case of the ingdlation of cameras in police
dations and interview rooms.

The second reason why CCTV tends not to be percelved as a human rights issue is primarily a
pragmatic one. Discussing whether CCTV in public places condiitutes, in itsdf, an invason of
privacy or other rights is arguably akin to assessing the merits of shutting the stable door when
the horse has long since bolted. Technologica change in this area far outdtrips the pace of
regulation. Inspired by Andrew Kantor (‘thereé's no going back, and there's no hiding the
information, SO let everyone have it’), David Brin works from the assumption that the ‘rights
debate is lost and exposure of our secrets is inevitable. He argues that, given this redity, the
ideal way forward is not to seek more privacy (in vain), but to accept even less and turn thisto
our advantage as citizens - he thus neetly sdesteps the argument as to whether that redity is
acceptable. His centrd thess is that ‘light can shine both ways' and that the information society
is “an opportunity in disguise’:

Can we gtand living exposed to scrutiny, our secrets laid open, if in return we
et flashlights of our own that we can shine on anyone who might do us harm -
even the arrogant and the strong?”

prisoner and the use of the materials so gained at his trial for murder were unanimously found to violate
Arts. 6, 8and 13 ECHR.

11 See http://www.crimereduction.gov.uk.
12 see http://news.bbc.co.uk/1/hi/england/tees/2986884.stm.
13 See http://news.bbc.co.uk/1/hi/england/manchester/3315675.stm.

14 The hyped nature of effectiveness claims for CCTV has been comprehensively dealt with by anumber of
authors. See e.g. Clive Norris and Gary Armstrong, The Maximum Surveillance Society: The Rise of CCTV
(Oxford: Berg, 1999); various chaptersin Clive Norris, Jade Moran and Gary Armstrong (eds.), Surveillance,
Closed Circuit Television and Social Control (Aldershot: Ashgate, 1998).

15 M. Lianos and M. Douglas, ‘Dangerisation and the End of Deviance: The Institutional Environment’
(2000) 40 B.J. Crim. 261, 271.

16 Whitty, Murphy and Livingstone, above, p. 314; Rose, above.

17 Brin, The Transparent Society, above, p. 14. A similar conclusion is, albeit hesitatingly, reached by
Groombridge (above., n. 8), but for different reasons. He suggests that transparency and democratic, open
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As the development and spread of CCTV and related technologies has been evolutionary and
piecemed, it is certainly the case that U.K. lawyers are coming to the debate somewhat late. In
contrast, the later and lesser spread of such technology n Canada recently engaged the
atentions of retired Supreme Court Justice Gerard La Forest, a scenario which appears
ridiculousto a U.K. audience.

Whilg Brin's ‘inevitability’ argument is primarily a pragmetic one, in privacy theory terms he -
unknowingly - has apoint. Given the prevalence of the ‘ reasonable expectation of privacy’ test,
and its avoidance of a normative distinction between public and privete, early development and
rolling out of potentialy privacy-invasve technologies in itsdf changes the nature of what can
reasonably be expected to remain private. If the boundaries are pushed hard enough, they in
themselves change; or, if one leaves it too late to find an answer, the nature of the very problem
will have changed.

Third, objections to CCTV sinmpliciter tend to be countered by the claim that, as the cameras
operate in public spaces, the citizen waives his rights when he chooses to wak by them. The
micro is often converted to the macro, with surveillance in closed, limited societies assumed to
operate under identica principles to generd society - despite the fact that the basic principles of
walver require true voluntariness.

Fourth, the most obvious right that CCTV appears, at first blush, to engage, the right to privacy,
is not a‘maingtream’ right, and is often seen as gpplying to one of three groups: (i) the celebrity
(reinforced by the ‘jurisprurience of HRA cases deding with confidentidity); (ii) the *privacy
anorak’; (iii) the guilty, those with something to hide (again, apparently reinforced by the fact that
CCTV and other visud surveillance has received judicid retention related to Article 6 ECHR,
due process rights and the use of covertly obtained video footage of individuas committing
crimes and admitting crimes).

The commonplace assumption that CCTV and human rights is a bizarre combination was
challenged by a landmark decision of the European Court of Human Rights on January 28™
2003. The U.K. was found to have breached Article 8 of the European Convention on Humaen
Rights (ECHR) when alocal council passed CCTV footage of a suicida man to newspapers and
T.V. companies for publication and broadcast. The decison raises many interesting practica
and theoretical issues concerning the right to privacy n the UK. It is atimely reminder that
CCTV s dill very poorly controlled, and that the introduction of an adequate and consstent
regulaion system (including gppropriate remedies) is long overdue. The decison aso chalenges
the orthodoxy of the traditiond notion in Anglo- American jurisprudence thet thereis ardaively

use of CCTV is a good thing in itself, without reliance on the ‘inevitability’ argument of Brin's.
Groombridge posits that “instead of arguing for an insular and isolating privacy, we need a greater intimacy,
a slightly grubby organicism, not the sterility of the cleansed mall bathed in aseptic light and captured on
video. This may require greater transparency... Perhaps | am describing an ‘omnicon’ where all watch, or
might potentially, watch all. CCTV would then only be objectionable for being closed and our resistance
should be aimed at cameras and systems which are not fully democratic.” Other activists suggest the
appropriate manner in which to respond to increased governmental surveillance of citizensis to subject the
surveillers to surveillance themselves; see e.g. * SF Weekly Columnist Suggests Surveilling John Poindexter
atHome," http://www.politechbot.com/p-04206.html.
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sample dividing line between the public and the private, and indead finds tha privecy is a
nuanced, context-specific concept, and that certain acts, such as suicide attempts, can be
inherently private, regardless of whether they take place on a public street rather than in a private
dwelling. Rather, the court views the occurrence of an event in a public place as only one
element in the overdl assessment of whether there has been an interference with private life,
other relevant factors including the use made of the materia obtained and the extent to which it
was made available to the public. ‘Public’ and ‘private are presented as opposite ends of a
continuum rather than two smple, watertight categories.

Although the impugned incidents in the Peck case occurred before the promulgation of the HRA,
judicia, governmenta and media responses to the decison over the past twelve monthsillugtrate
that neither it nor the Data Protection Act 1998 (DPA) have adequately addressed the shortfall

between the requirements of the ECHR and existing privacy protection in domestic law.

2. Peck v. UK: The Road to Strasbourg

() The Facts of the Case

The case centred on Geoff Peck, an Essex man in his forties who had been suffering from severe
depression, in part due to his partner’s diagnosis with atermind illness. On August 20" 1995, at
11.30pm, he waked adone down Brentwood High Street, carrying a kitchen knife, and
attempted suicide by dashing his wrists. When he reached a centra junction at the end of the
High Street he leaned over arailing facing oncoming traffic dutching the knife. He was unaware
that a CCTV camera, mounted on the traffic idand in front of the junction, filmed his movements.

The CCTV footage later disclosed did not show Peck actudly cutting his wrists, but did show
him at the junction holding the knife. Brentwood Council’s CCTV monitoring operator had a
direct visud and audio link to the police, so that if it was congdered an incident warranting police
involvement was taking place, the images being captured could be switched through to the
police. The sght of a man with a knife understiandably prompted the operator to notify police,
who quickly arrived at the scene and redlised Peck was a danger to no one but himself. They
took the knife, gave him medica assstance, and brought him to the police station, where he was
detained under the Menta Health Act 1983. His custody record refers to his salf-inflicted injury
to his wrists on arrival and notes that he was examined and treated by a doctor, after which he
was released without charge and taken home by police officers. In the circumstances, they
exercised their discretion not to charge him with possession of an offensive wegpon in a public
place.18

CCTV had, at this point, been operationa in Brentwood for over a year. The system was
thought to be very successful at reducing crime in the High Street area,1® and so the Council
decided to publicise this success by releasing aregular ‘CCTV News' press bulletin and by co-

18 This is noted at R. v. Brentwood Borough Council, ex p. Peck, above, n. 2, December 18" 1997: [1998]
E.M.L.R. 697, per Harrison J. at para. 3.

19 |bid., per Harrison J. at para. 4.
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operating with the media on CCTV-rdated dories The firg bulletin included two ill
photographs taken from the CCTV footage of Peck to accompany an article entitled, “Defused
— the partnership between CCTV and the police prevents a potentialy dangerous stuation.”

The gpplicant’s face was not masked in the dills. The article noted that an unnamed individud
had been spotted with a knife in his hand, that he was clearly unhappy but not looking for
trouble, that the police had been derted, the individua had been disarmed and brought to the
police gaion where he was questioned and given assistance for his problems. The article
included the name of a Council employee in the event that readers wished to obtain copies of the
pictures.

This press release began a chain of media articles and t.v. items incorporating Peck’s image.
Firgt, two loca newspapers used the dtills to illustrate articles regarding the benefits of the CCTV
system, one of which used the headline “Gotcha.”2® Anglia Television then obtained footage of
the incident involving the applicant for use in alocd news programme with an average audience
of 350,000, in which, at the Council’s ord request, it masked Peck’s face. The masking,
however, was inadequate as Peck’s digtinctive harstyle and moustache rendered him eesly
recognisable to anyone who knew him.21

Peck first became aware that he had been filmed on CCTV and that footage had been released
when aneighbour mentioned seeing the Anglia programme to his partner. He took no action a
this point, according to the court, because he was till suffering from severe depresson.22

Four months later a second aticle appeared in one of the loca newspapers which had
previoudy used his image, again accompanied by the same ill photograph. The article was
entitled “Eyes in the sky triumph” and outlined the benefits of CCTV in the fight againgt crime.
At this time the Council agreed to furnish CCTV footage of, inter alia, the applicant to the
producers of ‘Crime Beat’, a series on BBC nationd tdevison which mimics ‘Cops’-gyle
programmes in the U.S. and has an average audience of 9.2 million. The Council passed the full
footage of a number of incidents to the BBC, and then oraly imposed a number of conditions,
including that no one should be identifiable in the footage and that al faces should be masked.
Shortly before the *Crime Beat’ episode in question was aired, Peck was told by friends and
neighbours that they had seen him in advertisng trallers, and he at this point complained to the
Council. The Council contacted the producers who apologised for faling to mask his image in
the trallers, but confirmed that hisimage would be masked on the programmeitsalf. The Council
accepted this, and the CCTV footage was shown that evening on ‘Crime Beat’. Again, the
measking was of dubious effectiveness and many of hisfriends and family recognised him from the
programme.

Following the media coverage of the CCTV footage and ills, the applicant was the subject of
jokes, taunts, and abuse from neighbours, the assumption being that he was part of a crime

20 peck v. U.K., above, n. 3, para. 15. This bordered on the defamatory as it suggested Peck was an
apprehended criminal.

21 |bid., para. 17.
22 |pid., para. 18.
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problem. He found this distressng and humiliating. He disclosed his persond problems to
members of his family as he felt it necessary to explain the media coverage. He aso made a
number of media appearances on BBC radio and televison, Channel 4, Channd 5 and loca and
national newspapers to spesk out againg the publication of the footage and ills which had
occurred. It was at this point that his name and the fact that he had been suicida when the
footage was taken first appeared in the media

In subsequent months, Geoff Peck complained to the Broadcasting Standards Commission
(BSC) about ‘Crime Bedt’, the Independent Tdevison Commisson (ITC) about Anglias
broadcast, and the Press Complaints Commission (PCC) about the newspaper articles. Headso
sought judicia review of the Council’s decision to disclose the CCTV footage of him to the
media

(i) Conceptual Backdrop: The Right to Privacy

This case raises questions concerning the vexed line between the ‘public and the ‘private’. The
notion of a right to privacy, despite its dmogt innovative, modern fed, has an extremdy long
history, having been recognised and protected, in some form, by regimes as distant as those of
Classicd Greece23 the Roman Empire24 and ancient China. It has long played a fundamenta
role in language, thought, philosophy, political and religious writingsand in biologica, sociologica
and anthropologica studies in contexts both older and broader than contemporary discussions of
privacy generdly acknowledge25 The philosophicd digtinction between the public and private
spheres is long-ganding, and some form of boundary between them has been maintained
throughout the history of Western civilisation.26 Thus, the vexed line to be drawn by the right to
privecy is the divide between the public and the private, between behaviour which is ‘sdf-
regarding’ and that which is ‘other-regarding, as Mill conceptuaised it.27 Individuds, and

23 The Greek city-state had a clear and strict delineation between the sphere of the polis which was
common (koine) to al citizens, and the sphere of the oikos, which was a realm (dia) personal to each
individual. See further Jirgen Habermas, The Structural Transformation of the Public Sphere, translated
by Thomas Burger and Frederick Lawrence (Cambridge, Ma.: MIT Press, 1962), reprinted in part in Richard
C. Turkington, George B. Trubow, and Anita L. Allen (eds.), Privacy: Cases and Materials (Houston,

Texas: John Marshall Publishing, 1992), p. 3.

24 See Paul Veyne, ‘ The Roman Empire,’ in Georges Duby, with Paul Veyne (ed.) and Arthur Goldhammer
(trans.), A History of Private Life: From Pagan Rome to Byzantium, Vol. 1 of 6 (Cambridge, Ma.: Belknap
Press of Harvard University Press, 1987), pp. 5-234.

25 For a superb attempt to broaden and deepen contemporary privacy debates see Judith Wagner DeCew,
Privacy: Law, Ethics and the Rise of Technology (Ithaca: Cornell University Press, 1997).

26 See Georges Duby, * Foreword', in Paul Veyne (ed.) and Arthur Goldhammer (trans.), A History of Private
Life I: From Pagan Rome to Byzantium p. viii; Daniel J. Solove and Marc Rotenberg, Information Privacy
Law (New York: Aspen Publishers, 2003), pp. 26-27; Jirgen Habermas (author) and Thomas Burger and
Frederick Lawrence (trans.), The Structural Transformation of the Public Sphere (Cambridge, Ma.: M.I.T.
Press, 1962) reprinted in part in Richard C. Turkington, George B. Trubow, and Anita L. Allen (eds.),

Privacy: Casesand Materials (Houston, Texas: John Marshall Publishing, 1992), p. 3.

27 John Stuart Mill, On Liberty, reprinted by Bobbs-Merrill (Indianapolis, 1956). Mill’s critics point out that
the line between self- and otherregarding conduct is not always easy to draw (much has been written
regarding the problem of ‘remote harms,” for example), but the distinction is nevertheless a useful rule of
thumb for limiting state power in away that advances the cause of individual dignity. See e.g. John Gray,
Mill on Liberty: A Defence, Routledge (London, 1996), pp. 48-57.
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cultures, have aways disagreed about this reationship. Aristotle?® and Locke2® famoudy
grappled with it, with differing results; Aritotle consdered the private sphere to be out of
bounds for government, whereas L ocke concluded that the state itsdlf is a necessary means for
public protection of certain private ends (dthough Locke's views would never have been
expressed in thefirgt place, of course, were he unable to publish his work anonymoudy)30

Theterm ‘privacy’, however, ill suffers from utter definitiona incoherence3!  Does the word,
in alegd sense, refer only to ‘informationd privecy’, the control of disclosure over persond

information, or is a broader interest at stake? |s privacy a purely negative interest, a“right to be
let done’?32 Or does it have a more positive Side, congtituting not only a freedom frombut dso
afreedom to? Is the right to privacy diginguishable from the right to dignity, the right to
autonomy and the right to bodily integrity? Is privacy asingle, yet multi-faceted right, or acluster
of unrelated interests? Is it a broad catch-dl term referring to the “supposed preference of

individuas to live their lives and maintain their persondities and affairs free from undue intrusion
by, and exposure to, the outside world”?33  Does it have subgtantive or merdly instrumentd

vaue? Isit derivative or gand-done? Isit acvil/ palitica right or doesit aso involve questions
of economic, cultura and socid rights? |Is privacy smply the opposte of publicity, or is this a
fase dichotomy? Does privacy conflict with freedom of expresson, or are both concepts
subsets of a broader legd right to salf-expresson?3* |s privacy a persond interest only, or cana

28 Aristotle, The Politics, translated by Benjamin Jowett in The Basic Works of Aristotle, edited by Richard
McKeon, Random House Publishing (New Y ork, 1941).

29 John Locke, The Second Treatise on Government (1690), edited by Thomas P. Peardon, Macmillan and
Library of Liberal Arts(New York, 1988), p. 4.

30 | ondon publishers Awnsham and John Churchill published Two Treatises of Government anonymously
in 1689; two further anonymous editions followed, in 1694 and 1698; John Locke’'s name was not attached to
the work until the fourth edition in 1713, nine years after his death. See further Kirstie M. McClure, ‘Cato’'s
retreat: fabula, historia and the question of constitutionalism in Mr. Locke’'s anonymous Essay on

Government’, in Kevin Sharpe and Steven N. Zwicker (eds.), Reading, Society and Politics in Early

Modern England, Cambridge University Press (Cambridge, 2003), pp. 317-350, particularly pp. 317-318.

31 The difficulty of finding an exhaustive definition of the term was pointed out by the Justice Report,

Privacy and the Law (1970), pp. 5-7, the Younger Committee Report, Report of the Committee on Privacy
(21972), Cmnd. 5012, p. 17, and the Calcutt Committee Report, Report of the Committee on Privacy and
Related Matters, Chairman David Calcutt QC, 1990, Cmnd. 1102, London: HMSO, p. 7.

32 The phrase is Judge Thomas Cooley’s, although often wrongly attributed to Warren and Brandeis who
used and popularised it. See Thomas C. Cooley, Law of Torts 2™ ed. (1888), p. 29. It isalso misquoted as
theright to be ‘left’ alone on aregular basisin academic articles.

33 Clark C. Havighurst, ‘ Foreword’ (1966) 31 Law and Contemp. Prob. 251, p. 252.

34 See Paul Siegel, Privacy and the First Amendment: The Development and Application (to the Gay
Rights Controversy) of an Original Model of Privacy, Ph.D. thesis, Northwestern University, 1982. Siegel

sets out to discern to what extent the right to privacy in U.S. constitutional and tort law is properly

conceived as a first amendment issue. His model of privacy consists of three categories: (i) control over
stimulus input; (ii) control over stimulus output; (iii) control over self-regarding conduct. Given this model,
freedom of speech and privacy claims are seen to overlap, and Siegel describes the specific areas of overlap
and uniqueness. He then applies the model to gay rights litigation, finding that some cases have a freedom
of expression focus, some a privacy focus, and others contain elements of both.
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company or other northumean legd entity aso enjoy privecy rights? If a persond right, can it
only subsst so long asthe individud is dive, or doesit survive degth?35

It is the array of such questions which has led to privacy being described as “the most unruly of
al our human rights’ by Simon Davies, Director of Privecy Internationd,36 and “ajungle’ by
Raymond Wacks, who believes the term ‘privacy’ has come to mean nothing as it is now used
with so little precison3” Many commentators tend to avoid normative definitions, favouring
definitions based upon exiging laws38 This gpproach is reminiscent of Lord Wedderburn's
description of the “dephant tex” (“an animad too difficult to define but easy to recognise when
you see it"39) and that of another U.S. judge (with somewhat different priorities, presumably) of
obscenity and pornography (“I know it when | see it"40). That there is little agreement
concerning privacy is, in one sense, unsurprising; this goes with theterritory. Lack of agreement
concerning the ambit of the ‘right’ or rights to privacy, the appropriate method of protection, and
its acceptable limitations is endemic, as, of course, privacy means different things to different
people, and is valued differently depending on the person and context. A number of surveysin

35 See Priscilla Regan, Legislating Privacy: Technology, Social Values and Public Policy (Chapel Hill, NC:
Univ. of North Carolina Press, 1995), Chapter 8; Ferdinand Schoeman, Privacy and Social Freedom
(Cambridge: CUP, 1992).

36 Simon Davies, “Private Virtue” The Guardian, September 7" 2002.

37 See Raymond Wacks, ‘ The Poverty of Privacy’ (1980) 96 L.Q.R. 73; Raymond Wacks, The Protection of
Privacy (London: Sweet and Maxwell, 1980); Raymond Wacks, Personal Information: Privacy and the Law
(Oxford: Clarendon Pess, 1989); Raymond Wacks, ‘Privacy in Cyberspace: Personal Information, Free
Speech and the Internet’ in Peter Birks (ed.), Privacy and Loyalty (Oxford: Clarendon Press, 1997);
Raymond Wacks, ‘ Towards a New Legal and Conceptual Framework for the Protection of Internet Privacy’
(1999) 2(4) Irish Intellectual Property L. R. 13. See also the comments of Robert C. Post, ‘ Three Concepts of
Privacy’ (2001) 89 Geo. L.J. 2087, p. 2087.

38 |t is the avoidance of normative definitions which has led Professor Frederick Schauer of the K ennedy
School of Government at Harvard to recommend the complete abandonment of the terms “public” and
“private”. He argues that the terms have an ascriptive rather than descriptive quality about them. An
ascriptive term is one which, in the guise of description, islargely evaluative. For example, ajury verdict of
“guilty” not only says that the defendant engaged in certain behaviour, but that it is appropriate for the
defendant to be punished for that behaviour. See Frederick Schauer, “Can Public Figures Have Private
Lives?’ in Ellen Frankel Paul, Fred D. Miller Jr. and Jeffrey Paul (eds.), The Right to Privacy (Cambridge:
Cambridge University Press, 2000), pp. 293-309 at p. 293. On ascriptive terms, see H.L.A. Hart, “The
Ascription of Responsibility and Rights,” Proceedings of the Aristotelian Society, n.s. 49 (1949), pp. 171-
82; Hart, “Definition and Theory in Jurisprudence,” in Hart, Essays in Jurisprudence and Philosophy
(Oxford: Clarendon Press, 1977), pp. 26-52. Cf. P.T. Geach, “Ascriptivsm,” Philosophical Review 69, no. 2
(April 1960). Acription has also been described as “thick descriptions,” in which the moral evaluation of the
conduct is inseparable from the description itself (the classic exampleisthe word “rude”).

39 Lord Wedderburn is credited with this ‘elephant test’ by lain Ross (Australian Industrial Relations
Commission), ‘Re-thinking collective and individual rights at work: a reflection and outlook,” speech to the
ACIRRT Conference, Sydney, July 16" 1999. Thetest isalso referenced inWestern Excavating (E.E.C.) Ltd.
V. Sharp [1978] QB 761, [1978] ICR 221, per Lawton L.J. (he described the test as showing “that you can
often recognise something that you cannot define”). It has regularly been quoted outside court: see e.g.
Cabinet Office Strategy Unit, ‘Private Action, Public Benefit: Organisational forms for social enterprise,
September 2002 (referring to the Social Enterprise London website, “trying to define a social enterprise can
be like trying to define an elephant — very difficult and not much point, because you know one when you see
one”); Christian von Bar, ‘A Common European Law of Torts,” paper published by the Centro di studi e
ricerche di diritto comparator e straniero (Rome, 1996), p. 8.

40 Jacobellisv. Ohio, 878 U.S. 184 (1964), per Potter Stewart J.
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the U.S. have reveded that Americans are more concerned with guarding their financid privecy
than detalls of their sexud history, for example, and the confessonda culture ether ingpired or
documented by redity t.v. shows demondrates a willingness by some individuas to blur the line
between their public and private lives.

Regardless of its precise boundaries and definition, the notion of privacy certainly incorporates
‘informatiordl privacy’ (possibly its most famous subset),  geographica’ or * spatial’ privacy, and
‘decisond privacy, or privacy qua autonomy in decison-making. Privacy is not exdusvey
informationa privacy (the right to privacy extends far beyond the DPA), ror is it excdlusvely
spatid privacy. To pargphrase the U.S. and Canadian judiciary, the right to privacy “protects
people, not places’.

Jean Bethke Elshtain*l and Margaret Mead42 document evidence that privacy is a cross
cultura, cross-species universd, dthough it is context-specific with differing standards of
protection. Attempting to find a normeative public/ private dividing line is next to impossible.
There s, to use Rawls memorable phrase, no mora Esperanto when it comes to such a matter.
Privacy is a multi-faceted, nuanced concept, and notions of the public and the private shift over
time. Spatid privacy provides some useful examples. Now, in broad terms, indoors is
consdered private, outdoors public. However, in medieva plays prying and eavesdropping
often took place indoors, and private, snatched, romantic moments took place outsde, in
gardens and on balconies. Decisiond privacy dso illugtrates the point, as even the most intimate
of matters, sexudity and its expression, now considered to be at the core of the right to privacy
by the European Court of Human Rights,43 has regularly been considered of ‘public’ concern by
various societies.  Societies from the Renaissance to the Enlightenment, for example, invested
heavily in the regulaion of sexud behaviour, congdering non-marital sex of any kind to be a
public rather than private affair. As these societies placed extreme emphasis on inheritance,
paternity, male honour, and the patriarchd control of female sexudity, any engagemert in extra:
maritd sexud relaions had consequences for the maritd relaionship and, therefore, was of
concern to society.44

Despite this conceptua confusion, since the HRA, and arguably for the past haf century during
our political foot-dragging over incorporation of the ECHR, the appropriate litmus test for testing
the adequacy of privacy protection in the U.K. is undoubtedly Article 8. Article 8(1) provides

41 See ‘Privacy as a Behavioural Phenomenon’ (1977) 33 Journal of Social Issues 3; Stanley |. Benn and
Gerald Gaus (eds.), The Private and the Public in Social Policy (New Y ork: St. Martin's Press, 1983).

42 Margaret Mead, Coming of Agein Samoa (New York: New American Library, 1949).

43 Seeeg. Dudgeon v. U.K. (1981) 4 EH.RR. 149; X & Y v. Netherlands(1985) 8 EH.R.R. 235; Norrisv.
Ireland (1988) 13E.H.RR. 186.

44 See e.g. William Naphy, Sex Crimes (London: Tempus, 2002), p. 15; R. Howard Bloch, Medieval French
Literature and the Law (Berkeley, CA.: University of California Press, 1977), p. 242 (he speaks of Medieval
society Medieval society as one in which “adultery, the secret deed par excellence, automatically becomes
amatter of public policy”); Kathleen Coyne Kelly, Performing Virginity and Testing Chastity in the Middle
Ages (London: Routledge, 2000), particularly p. 8 (“both virginity and paternity are essential to the
workings of afeudal society that held the bulk of its wealth in private, aristocratic hands and passed on
such wealth from father to son. Biological facts do not always correspond to cultural needs, and therefore
biology must be supplemented in some way”).
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that “everyone has the right to respect for his private and family life, his home and his
correspondence’, and Article 8(2) sets out the qudificationsto this right:

There shdl be no interference by a public authority with the exercise of thisright
except such as in accordance with the law and is necessary in a democratic
society in the interests of nationd security, public safety or the economic well-
being of the country, for the prevention of disorder or crime, for the protection
of hedlth or morals, or for the protection of the rights and freedoms of others.

Article 8 imposes primarily regative but dso podtive obligations on the date. It covers a
bewilderingly broad array of persond interests, including the right to a family name,45 the
requirement that the state amend post- operative transsexuds' birth certificates, if so requested, 46
freedom from sexud orientation discriminaiort?, anonymity, aright not to be identified, whether
in court, in cyberspace, or anywhere worldwide?8; and even an obligation on the part of the Sate
to protect its citizens from pollution. 49

It has been established repeatedly since 1979 that the correct manner in which to interpret
qudified ECHR rightsis by setting the borders of the protected right broadly, and then ensuring
that exceptions to the right are narrowly construed. Exceptions and limitations must be
“necessary in a democratic society”, pursue a pressing socia need, and the restrictions must be
proportionate to the aim (or aims) pursued. Use of the terms “ proportionality” and “ necessary”
will not suffice; Article 8 requires substance, not form. It must be remembered that the adjective
“necessary”, according to the European Court of Human Rights, “is not synonymous with
‘indigoensable’, nor has it the flexibility of such expressons as ‘admissble, ‘ordinary’, ‘useful’,
‘reasonable’, or ‘desirable’, and [it] implies the existence of a‘ pressing socid need’”.50 Further,
any proportiondity assessment must idedly include, to use the language of the Canadian Charter
of Rights and Freedoms jurisprudence, a “least redrictive means’ assessment: is there an
dternative way to achieve the legitimate am which interferes less with the citizen's right to

privacy?

45 Burghartzv. Switzerland (1994) 18 EH.R.R. 101; Rogl v. Germany, 85A DR 153 (1996), E. Comm. H.R.

46 Goodwin v. U.K ., European Court of Human Rights, 11" July 2002.

47 See Robert Wintemute, Sexual Orientation and Human Rights: The United States Constitution, the
European Convention and the Canadian Charter (Oxford: Clarendon Press, 1995).

48 See Venables v. News Group Newspapers[2001] 2 W.L.R. 56 in which injunctions were granted against
the whole world to prevent the publication of confidential information which would or might lead to the
identification of two now adult murderers.

49 Application 7889/77 Arondelle v. U.K. 26 D.R. 5 (1982) E. Com. HR; Lopez Ostra v. Spain (1994) 20
E.H.R.R. 277, European Court of Human Rights; Application 9310/81 Rayner v. U.K. 47 D.R. (1986) E. Com.
HR; Guerrav. Italy (1998) 26 E.H.R.R. 357, 4 BHRC 63, European Court of Human Rights.

50 qunday Times v. U.K. (1979) 2 EH.RR. 245, 275 para 59, and Handyside v. U.K. (1976) 1 EH.RR. 737,
753754, para. 48.
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Peck: The Judgments

() The Broadcasting Standards Commission (BSC)

Peck lodged a complaint with the BSC in rdlaion to the ‘ Crime Beat’ programme, dleging an
unwarranted infringement of his privecy and that he had received unjust and unfair trestment.
The BSC uphed both of his complaints. 1t was noted that the BBC had dready accepted that it
had meant to mask the gpplicant’s image and that this had not been done in the trailer due to an
oversght. The BSC adso congdered the masking during the programme inadequate as the
gpplicant had been recognised by viewers who had not seen thetrailer. 1t was accepted that the
BBC had not intended that the gpplicant would be identifiable, but the effect was more reevant
than the intention. Despite the lack of mdice, the effect was to reved to the gpplicant’s family,
friends and neighbours an episode which he did not wish to reved, and this outcome had been
disressng and amounted to an unwarranted infringement of his privacy.

The BSC added that the fact that the applicant later chose to speak publicly about this incident
did not dter the infringement established. This was a wdcome rgection of the BBC's version of
the *asking for it argument now frequently heard in celebrity confidentiaity cases.

The BBC was directed to broadcast a summary of the adjudication of the BSC with the episode
of ‘Crime Beat’ on 12 June 1997 and a summary of the adjudication was aso published in the
‘Daily Telegraphi newspaper on 12 June 1997. The remedy of apology and further publicity
(again, to a 9.2 million person BBC audience and a nationd newspaper readership) was
completely inadequate and inappropriate for Geoff Peck’s purposes, and illudtrates the difficulty
for privacy actions before the BSC. Remedies developed for defamation-style incidents do not
transfer well to the redm of privacy, as unfairly damaged reputations may be restored by
gpologies and public statements, but private information, once publicised, cannot be ‘re-
privatised’ and the problem is compounded by further publicity.

(i) The Independent Television Commission (ITC)

The ITC responded smilarly to Peck’s complaint concerning the Anglia TV broadcast. Anglia
had aready gpologised to him and admitted it had breached the privacy requirements of the ITC
Code.5! The ITC agreed, noting in particular the implication of the programme that a man
carying a knife was likdy to be intent on a crimina act, and the lack of adegquate masking.
Given the admission and gpology, however, no further action was taken.52

(iif) The Press Complaints Commission (PCC)

The PCC not only regjected Peck’ s complaints regarding the newspaper articles, it did so without
a hearing and merdy sent him a letter stating reasons>3 The PCC considered that, as the events
in question took place in a town high dreet, open to public view, the issue of privacy did not
arise and the complaint was regjected ouright. This intelectudly thin, smpligtic response made

51 Sections 2(2) (coverage of eventsin public) and 5 (scenes of suffering and distress).
52 Peck v. U.K ., above, para. 26.
53 |bid., para. 27.
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no mention of the time of the incident (11.30pm at night), the fact that the Street was deserted,
nor the lack of sgnage to inform the public of the CCTV cameras.

Further, the PCC did not consder that the juxtapostion of the photographs and the articles
implied that the gpplicant had committed a crime and it had been made cdear that he was
released without charge, the second article indicating that the applicant wasill at the rdlevant time
(again, privacy was not considered to be engaged).

(iv)The Domestic Courts4

In addition to lodging complaints againgt the media outlets that broadcast or published the
footage, Peck dlso sought judicid review of the Council’s disclosure of the CCTV footage,
arguing that such disclosure had no basisin law (the Council was, he argued, entitled only to use
CCTV images for limited statutory purposes which did not include publicity) or, if lawful, was
irrational. The subgtantive application was regjected by the High Court in November 1997.55
The Court found that the purpose of section 163, Crimina Justice and Public Order Act 1994,
was to empower a loca authority to provide CCTV equipment in order to promote the
prevention of crime or the welfare of victims of crime:

By publicising information about the successful operation of the CCTV, the
Council was providing information about its effectiveness and thereby reinforcing
the deterrent effect of its operation. The making available to the media of
footage from the CCTV film to show the effectiveness of the sysem can
properly be sad ... to be incidental to and to facilitate the discharge of the
Coundil’s function under Section 163 because it thereby increased, or tended to
increase, the preventative effect of the equipment which [the Council wasg]
providing for the purposes of the prevention of crime.

Publicisng the effectiveness of the CCTV scheme was, therefore, incidentd to the discharge of
the function set out in s. 163, and was therefore within the scope of s. 111, Local Government
Act 1972.

Astoirraiondity, Peck submitted that the Council had acted irrationally in disclosing the footage
with the am of crime prevention when he nat, in fact, been engaged in any crimind activity; and
that the failure to prevent disclosure of his identity facilitated an unwarranted invasion of his
privacy. Harrison J. had some sympathy with that submission, but did not consider it correct in
law:

| have some sympathy with the gpplicant who has suffered an invasion of his
privacy, as is borne out by the findings of the Independent Teevison
Commisson and the Broadcagting Standards Commission. However, if | am
right in deciding that the Council does have power to digtribute the film footage

54 |t isinteresting to note that the case was considered so unremarkable that it was not reported in the All
E.R. ortheW.L.R.

55 R. v. Brentwood Borough Council , ex p. Peck, above.
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from its CCTV sygem, there may on occason be undesirable invasons of
privacy. Unless and until thereisagenerd right of privacy recognised by English
law (and the indications are that there may soon be so by incorporation of the
European Convention on Human Rights into our law), reliance must be placed
on effective guidance being issued by Codes of practice or otherwise, in order
to try and avoid such undesirable invasions of a person’s privacy.

The evidence is that the CCTV cameras in public places play an important role
in both crime prevention and crime detection. In this case, the film footage
showed a man walking in the High Street carrying alarge knife in his hand. It did
not show him atempting to commit suicide. It was planly a potentidly
dangerous Situation... It was not unreasonable for the Council to conclude that
the footage was a useful example of how a potentialy dangerous Stuation can
be avoided.... In those circumstances, it seems to me tha the decision of the
Council to digribute the film footage to the media could not be sad to be
irrationa or unreasonable.s6

The judicid review gpproach, assuming the behaviour of the Council to be acceptable unless
“irrationd’ or ‘unreasonable’, is diametrically opposed to the appropriate approach to privacy
issues under the ECHR. The Convention requires that presumptive weight be given to the right,
and the limitations be gtrictly congtrued, yet judicia reviews turns this process on its head. The
High Court judge found against Peck on the basis that “the Council cannot be said to have acted
irrationaly in the sense that they had taken leave of their senses or had acted in a manner in
which no reasonable loca authority could sengibly have acted.”>7

Harrison J. dso lad weight on the fact that the Council “did not sl the take-outs from the
CCTV footage for commercia gain,”s8 presumably on the basis that, had payment been given,
this would demongtrate maa fides and possibly undermine their justification for the distribution of
the footage. He viewed the chain of events as “unfortunate’ and recommended that, “with the
benefit of hindsght”, the Council congder “tighten[ing] up their guiddines to avoid a amilar
incident in the future.”>9

An application for leave to apped to the Court of Appeal was reected, and the subsequent
leave application to the Court of Apped was, again, rejected.®0

56 Set out in Peck v. U K., above, paras. 31, 32.

57 |bid., para. 32.

58 |hid., para. 32.

59 |bid., para. 32.

60 January 21% 1998. The reason given was that, “the [High Court] Judge was plainly correct in his
interpretation of the relevant statutory provisions and the Council was neither acting outside its statutory
authority nor irrationally in making the film and photographs available to the media. The injury, of which
complaint is made, arises from a failure on the part of the media to sufficiently disguise the applicant when
making the film and photographs visible to the public. That is and has been the subject of complaint against
the media involved but is not capable of supporting a claim for a declaration against Brentwood Borough
Council.”
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(v) The European Court of Human Rights (ECHR)
Peck gpplied to the European Court of Human Rightsinvoking both Article 8 and 13 (theright

to an effective remedy). The Court unanimoudy found breaches of both Articles.

Article 8

In line with the Commisson’s decison in Herbecq v. Belgium the Court accepted that “the
monitoring of the actions of an individud in a public place by the use of photographic equipment
which does not record the visua data does not, as such, give rise to an interference with the
individud’s private life’ .61 However, the Stuation may be different where arecord is maintained
(asin Amann v. Switzerlandé2 and Rotaru v. Romania3) or, as in the present case, disclosed.
The Court noted that Peck was filmed in a public street, but that he was not there for the
“purposes of participating in any public event”, nor was he “a public figure’.64 The fact that “the
relevant moment was viewed to an extent which far exceeded any exposure to a passer-by or to
security observation... and to a degree surpassing that which the gpplicant could possbly have
foreseen when he waked in Brentwood on 20 August 1995765 gave rise to a “serious
interference’ with his Article 8 rights.66

The Court then moved to its Article 8(2) andyss. It consdered that the disclosure pursued
legitimate aims (public safety, prevention of disorder or crime, protection of the rights of others)
and that disclosure was permitted by statute as incidenta to the Council’ s functions. However,
as the case did not concern disclosure of footage of the commission of a crime, the question of
necessity was vital and particular care was reguired of the Council. Whilst the strong interest in
the prevention of crime and the important role CCTV can play in this regard (a role reinforced
by public awareness of its operation) was noted by the Court, it considered that the Council had
failed to take adequate steps to protect Mr. Peck’sinterests. A range of ‘less restrictive means
of achieving its objectives without unjutifiably interfering with his right to privacy were listed:

The Council could have taken steps to identify Mr. Peck via the police and sought his
consent;87

It could have taken stepsto mask hisidentity before passing the footage to the media;
It could have taken proper care to ensure that the media masked his identity, such as
by demanding written undertakings.

Article 13 with Article 8

61 App. No. 32200/96, decision of January 14" 1998, para. 59.
62 (2000) 30 EH.RR. 843.

63 App. No. 28341/95, judgment of May 4™ 2000.

64 peck v. U.K ., above, para. 62.

65 |hid., para. 62.

66 |bid., para. 63.

67 The Court did note that in certain cases this would be impossible, but in the present case the applicant
could easily have been traced and asked for his consent.
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The Court examined three options which had been open to Mr. Peck: judicia review; complaints
to the media commissions; a breach of confidence action.

Judicid review was, unsurprisingly, conddered inadequate for the purposes of providing Mr.
Peck with a remedy for a breach of his Article 8 rights. The ‘irrationdity’ test gpplied by the
domestic courts could not equate to the required ‘necessity’ and ‘proportiondity’ tests.68 The
absence of alega power to award damages or to restrain publication was consdered by the
Court fatd to the argument that the media commissons could provide an effective remedy. 69
Finaly, the Court found that Mr. Peck would not have had aremedy in breach of confidence, as
he would have been unable to establish that the footage had the “necessary quality of
confidence’” @ that it was “imparted in circumstances importing an obligation of confidence’.
Further, the Catch-22 resulting from the combination of the fact that he was unaware that the
materid was being disseminated until informed by others, and the fact that he could not bring an
action in repect of materid dready in the public domain stymied actionability of any of the
publications.

The Court awarded substantial costs and EUR 11,800 for nonpecuniary lossto Mr. Peck.

Peck: The Aftermath

Despite the - undoubtedly correct - decison on the particular facts, and the useful clarification
and daboration of certain Article 8 principles, the Peck case does raise some unsettling
questions which are beyond the scope of this paper. The two most notable questions are, first,
how wide does dissemination have to be for the Peck principle to apply? The Court’s emphasis
on the sheer scale of the audience numbers, and its reference to how they went beyond what
Mr. Peck “could possibly have foreseen,”’0 links uncomfortably to the often inadequate
‘reasonable expectation of privacy test’. The ‘strength of numbers approach aso undermines a
key factor in Peck’s decison to litigate: being recognised by his locd community. Of the 9.2
million viewers who waiched ‘ Crime Begt’, he was most concerned about the small few closest
tohim.  Second, is the Court’s reiteration of the Herbecq principle, that the monitoring of an
individua in a public place by a CCTV camera or other remote means does not engage Article
8, sustainable? The Court has posited that monitoring of a public scene by technologica means
is comparable to someone being observed on the street by someone else in the same location. 71
Thisignores the inequdity and lack of reciprocity inherent in remote observation.

Nevertheless, the judgment is useful in many respects. It reinforces the fact that Article 8 is not
merely a spatid privacy right, applicable to actions which take place in ‘private’ but not in
‘public’ spaces. A key principle of Article 8 jurisprudence has long been that a person’s
location is not determinative of the public or private nature of their behaviour and expectations.

68 See also Smith and Grady v. U.K. (2000) 29 EH.RR. 493.

69 The ITC's power to impose afine did not amount to an award of damages.
70 Peck v. U.K ., above, para. 62.

71 pGv. UK., App. No. 44787/98, judgment of September 25™ 2001.
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Peck egtablishes that, notwithstanding that a person is in a public place, there can be an
interference with his Article 8 rights where a record is created of their actions and the record is
disseminated with the result that their actions are communicated to a grester number of people
than the person could possibly have foreseen. As James Welch notes, “if it is assumed that the
principle extends to other forms of record - photographs or written accounts - it is hard to see
how the judgment cannot ultimately lead domesticaly to some form of privacy law."72

A year on, however, the sate of U.K. privacy law is il “as unsettled... as a haystack in a
hurricang’.”3 Even the most basic of lessons from the Peck judgment have not been taken on
board, by the police, the media, the Home Office, the judiciary or government. Tarrant on
CCTV continues to broadcast footage of identifidble individuds captured on CCTV in
compromising positions, the media commissons remedies remain undtered; the Information
Commissioner’s Guiddines on CCTV remain unchanged since July 2000, and echo many of the
unenforced requirements in the Brentwood Borough Council Guidelines of 1994.74 The Home
Office CCTV webdte now includes a disngenuous summary of the Peck decison, which daims
the issues raised are irrdevant given the HRA and restructures the order of the findings so that
they read in an overly favourable manner to the Council (for example, it is proudly noted that the
Council’s behaviour was found to be “in accordance with law,” a technicdity which smply
confirms that the conduct had “some bads in domestic law”7 and was not entirely arbitrary).76
The same webpage, hilarioudy, ligts a ‘Knowledgebase' of topics, including CCTV; if CCTV is
selected, alist of subtopics appesar, including ‘ Good Practice'; if thisis sdlected, the responseis.
“AltaVista Found No Results for Good Practice’.””

A briefing newdetter issued by Centrex, the Centrd Police Training and Development Authority,
to dl police nationwide has dedlt with privacy a number of times over the past twelve months.
The guidance given is dangeroudy mideading and ignores key aspects of the Strasbourg decision
in Peck. In July 2003, for example, a page of the Centrex newdetter was devoted to the topic
‘Privacy and Public Places. The opening sentence badly States.

The protection of a person’s private life is gecific to those acts conducted in
private. Where actions are conducted in public the relevant provisions of the
Humean Rights Act 1998 will not gpply. 78

Again, in October 2003 Centrex advised al police, under the heading ‘ Strip-Searches, Right to
Privacy and Damages' that “there is no remedy for damages for an invasion of privacy.”

72 James Welch, ‘ Case Analysis [2003] E.H.R.L.R. Special Issue (Privacy) 141, p. 144.

73 Ettorev. Philco. T.V. Broadcasting Cor poration, Unreported, Court of Appeal, 3 Circuit, Pa. (1956).
74 Seein particular the sections dealing with * Privacy to Neighbouring Properties,” which areidentical.
75 Seee.g. Slver v. UK. (1983) 5 EH.RR. 347, a p. 372, para. 86.

76 See http://www.crimereduction.gov.uk.

77 |bid.

78 Centrex Digest, July 2003, p. 49.

79 Centrex Digest, October 2003, p. 34.
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One possible, dthough extremdy limited, exception was noted: “damages may be available if
intent to cause humiliation and digtress through unjudtifiable actions can be etablished.”80 It was
noted that an intention to cause humiliation and distress aone would be insufficient to ground an
action; rather, a plantiff would aso have to demondrate that the actions in question were
“unjudtifiable” This two-pronged requirement was based upon an interpretation of the House of
Lords decison in the unusud and distressing case of Wainwright v. Home Office8! - another
privacy case based on a pre-HRA incident, athough it appears in the Centrex Digest pages
without such a cavest.

These briefings inform police officers that (i) Article 8 of the ECHR, the right to private life, only
applies to acts conducted in private places and (ii) in any event, damages are not generaly
available for a breach of privacy; both pieces of advice fly in the face of the Peck decison. They
return to the smpligtic notion of privacy as a spatia issue only, related to place rather than
activity or context, and proclam “theright to share your privacy in a public place.”82

In an Employment Appedls Tribund case in June, this approach was taken, and sexud activity
which took place in a café toilet was considered outsde the scope of Article 8. Article 8 only
protects and covers those acts which are private, and conduct which takes place in alocationto
which the public have ready access cannot be private, it was held.83 The smdl matter of a
Strasbourg decision deciding precisdly the opposite was ignored; the Tribund was unwilling to
experience what Herbert Spencer once cdled The Tragedy of the Murder of a Beautiful
Theory by a Gang of Brutal Facts.

Government does not appear to have learnt the core lessons of Peck, either. First, the pattern of
argument on privacy matters continues (based on the mistaken language of ‘baancing’ and a
falure to appreciate how Article 8 should be correctly interpreted). Second, the unsatisfactory
process of technologica roll-out (technology firdt, regulatory questions later) continues.

‘Balancing’ Language

The standard rhetoric employed in support of incursions upon citizens' privecy invariably reaes
to the need to ‘balance’ theright to privacy againg other legitimate governmenta concerns, such
as the prevention or detection of crime, terrorism, or fraud. However, in the weighting process,
privacy amog invariably loses out.

The assumption is that the individud right to privacy is outweighed by the generd, collective
‘right’ to national security, crime detection, crime prevention, or whatever other supposed
benefit is sad to result from a surveillance scheme of wide, or even universa, gpplicability.84

80 |bid.

81 16" October 2003.

82 Above, n. 1.

83 X V. Y., EAT decision, June 11" 2003

84 This viewpoint has been advanced by a number of communitarian commentators, the most prolific of
whom is Amitai Etzioni. See his The Limits of Privacy (New Y ork: Basic Books, 2000), and, more generaly,
The Spirit of Community: Rights, Responsibilities, and the Communitarian Agenda (London: Fontana
Press, 1995), The New Golden Rule: Community and Morality in a Democratic Society (New York: Basic

Surveillance & Society 2(2/3) 287



Gallagher: CCTV and Human Rights

This one-sze-fits-dl-survellance-methods logic is now being applied to topics such as I.D.
cards or communications data. A cost-benefit andyss is conducted, which proceeds on the
assumption that privacy is aright of the ‘individua , whereas convenience, immigration control,
terrorist detection and prevention, and the fight againgt crime are ‘ public’ rights, when the debate
is st up in this manner, it is inevitable that the individud right is trumped by the collective, public
right, the one loses out to the many.

This gpproach suffers from many flaws®: it fals to recognise that ‘individud’ rights are of public
and generd concern; it ignores the vaue of privecy as a socid and collective vauess; it dso, in
uggesting that lone voices should be ignored if the mgority of the public agree with ceding
aspects of their privacy for what they perceive as the ‘ common good', treads dangeroudy close
to mgoritarianism and populism in lan-making, an unacceptable approach to human rights

issues.87

This political approach to the contest between privacy and competing rightsis dso echoed in the
Courts. Post-HRA, ‘baancing test’ language has been used in a mideading manner which

ignores the correct gpproach to rights set out in the ECHR. When the ECHR sets out a right,
and then sets out a series of possible limitations to that right, the correct gpproach (as explained
by the European Court of Human Rights itself88) is not to ‘baance the right and the limitations,
nor to alow great leeway to the decison-maker to decide how that balancing process operates.
Rather, the correct test to use is to give presumptive weight to the right, and then construe the
limitations to that right in a narrow manner. Setting the anaytica scaes up in the manner
described above, one versus the many, the individua right to privacy versus the collective right to
safety and security, is thus absolutely incorrect.

There are many reasons for the neglect of the carect ECHR approach to privacy questions.
One relates to judicid reluctance to abandon or gppropriately amend traditiond judicid review
rules post-HRA. Ancther relates to the misinterpretation and misgpplication in U.K. courts and
by U.K. politicians of phrases (such as ‘proportionaity’) used in a very specific context in the
European Court at Strasbourg. However, arguably the mgjor reason for this neglect relates to
the fact that the mainstream debate on privacy in the U.K. has tended to focus on theinterplay

Books, 1998) and The Monochrome Society (Princeton, NJ: Princeton University Press, 2003). See aso
Amitai Etzioni and Jason H. Marsh (eds.), Rights Vs Public Safety After 9/11: America in the Age of
Terrorism (Rights and Responsibilities: Communitarian Responses) (Lanham, MD: Rowman & Littlefield
Publishers, 2003).

85 A critique of the doctrine of ‘balance’ may be found in C.D. Raab, ‘From Balancing to Steering: New
Directions for Data Protection’, in C. Bennett and R. Grant (eds.), Visions of Privacy: Policy Approaches for
the Digital Age(Toronto: Toronto University Press, 1999), pp. 68-93.

86 For powerful arguments on this point see Priscilla Regan, Legislating Privacy: Technology, Social
Values and Public Policy, University of North Carolina Press (Chapel Hill, NC, 1995), Chapter 8, and Colin J.
Bennett and Charles D. Raab, The Governance of Privacy: Policy Instruments in Global Perspective
(Aldershot: Ashgate, 2003), Chapter 2. Regan sets out a strong argument regarding privacy as a socia and
collective value, and Bennett and Raab use her work as a springboard for a nuanced argument concerning
privacy and equality.

87 See further Ronald Dworkin, Taking Rights Seriously (London: Duckworth, 1977).

88 See e.g. Sunday Timesv. U.K. (1979) 2 EH.RR. 245; Handyside v. U K. (1976) 1 EH.RR. 737.

Surveillance & Society 2(2/3) 288



Gallagher: CCTV and Human Rights

between privacy and freedom of expression, rather than on other aspects of privacy and other
competing concerns.  Most popular writing on privacy has concerned the paradigm of the
sunbathing celebrity snapped by a paparazzo while topless, and, indeed, most recent academic
legd writing has been pinned on the conflict between Articles 8 and 10 ECHR, the rights to
private life and freedom of expresson. Assessing the relative merits of two rights with equa

protection under the ECHR, such as Articles 8 and 10, is an extremdy different task to the
assessment of a right and appropriate limitations to that right, such as Article 8(1) and Article
8(2); when assessing two competing rights, a ‘badancing te’ is appropriate, because of course
the right of the individua to privacy (Article 8), the right of the journdist and editor to publish
(Article 10) and the right of the audience to be informed (Article 10) cannot all be given
presumptive weight. Ronald Dworkin recognises this in his landmark work, Taking Rights
Srioudy. He argues that ‘baancing’ is only appropriate where two fundamentd individud

rights clash, and should never be used to weigh a right againgt competing policy concerns and
vadues®?; thus, a very different gpproach is required when Articles 8 and 10 compete to that
required when Article 8(1) and 8(2) compete.

The predominant current ‘bdancing test” gpproach, in which the individud right to privecy is
aways trumped by a‘ collective’ concern, runstherisk of privacy becoming aresdud right only,
what' s left after each of an array of competing concerns have their say. Thisrisk is multiplied by
the piecemedl gpproach to privacy issues; in each individuad ingtance, it is accepted that privacy
is ‘outweighed by a competing concern, and the extent of the right is thus nibbled away, little by
little. This process has been described by the commentator Charles J. Sykes:

The truth is that much as we deplore the eroson of privacy —and we can be
quite eoquent on the subject — meny of us accept the violation in the name of a
wide range of equdly attractive virtues and interests. To pargphrase Jane
Augten, privacy is a vaue that everyone spesks wdl of, but no-one remembers
to do anything about. No-one disparages privecy to its face. They smply

choose to emphasise the public’s right to know, nationd security, persond

safety, conveniences, economic opportunity, politics, ideology, or the pursuit of

virtue20

There is an intdlectud poverty in the ‘baancing test’ itsdf, even when privacy is viewed as a
purely individud right. However, a number of experts raise another problem with the language
of bdancing: it fals to recognise tha privacy is itsef a collective vaue (in addition to an
individual value).91 Charles D. Ragb and Colin J. Bennett, for example, note that the prevailing
privacy paradigm is solely individudigt, and they argue that this Sddines discusson of privacy
protection as a matter of socid policy.92 Smilaly, Jack Hirshleifer®3 and Ferdinand

89 Ronald Dworkin, Taking Rights Seriously, Duckworth (London, 1977).
90 Charles J. Sykes, The End of Privacy, St. Martin’s Griffin (New Y ork, 1999), p. 8.

91 See Priscilla Regan, Legislating Privacy: Technology, Social Values and Public Policy, University of
North Carolina Press (Chapel Hill, NC, 1995).

92 Colin J. Bennett and Charles D. Raab, The Gvernance of Privacy: Policy Instruments in Global
Perspective, Ashgate (Aldershot, 2003), Chapter 4.
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Schoeman®# clam that privacy is far more than a tool for protecting the individud, but is an
organisng principle of civil society.

When privacy is viewed in a purely individudist manner, and it is then faced with a * collective’
right, such as nationa security or persond safety, the rationale for overriding the former is often
stated to be that if one has ‘nothing to hide, there is nothing to fear’. One U.S. commentator
describes this pervasive rationde as follows:.

For decades, people have warned that pervasve databanks and survelllance
technology are leading inevitably to the deeth of privacy and democracy. But
these days, many people who hear the word ‘privacy’ think about those kooks
living off in the woods with their shotguns: these folks get their mail at post office
boxes registered under assumed names, grow their own food, use cash to buy
what they can’t grow for themsalves, and congtantly worry about being attacked
by the federd government — or by space diens. If you are not one of those
people, you may well ask, ‘Why should | worry about my privacy? | have
nothing to hide’%

This echoes an anecdote told by E.L. Godkin, an early privacy advocate. He told the story of a
traveler in a U.S. mining town who pinned a shirt across his gpen window on the piazza while
performing his ablutions, after a few minutes he saw it drawn roughly asde by hand from
without, and, when he asked why, a voice answered, “We want to know what it is there is 0
darned private going on in there?’% The question is Hill asked and Hill makes usflinch. Policy
questions are regularly posed by government in these terms, assuming that the citizen who

resents the retention, ingpection or tracking of his persond information is behaving suspicioudy.

The assumption is that law-abiding citizens have nothing to fear from increased security, the
CCTV cameraon the gtret, the |.D. card. This links to traditiond rdigious notions?” and, more
recently, to feminis jurisprudential idess®® regarding the link between privacy and shame,

privacy and wrong-doing. A smilar point was dso made in 1975 by Dr. Marshall. He referred
to the famous ‘ definition’ of privacy as “the right to be let done’®® and asked what precisely this

93 Jack Hirshleifer, “Privacy: Its Origin, Function and Future” (1980) 9 J. of Legal Stud. 649.

94 Ferdinand Schoeman, Privacy and Social Freedom, Cambridge University Press (Cambridge, 1992).

95 Simson Garfinkel, Database Nation: the Death of Privacy in the 21% Century, O’ Reilly & Associates
(Sebastopol, CA., 2001), p. 3.

96 Godkin, E.L., “The Rights of the Citizen”, quoted in Gurnstein, Rochelle, The Repeal of Reticence, Hill
and Wang (New Y ork, 1996), p. 58.

97 See further section 2.1.2.

98 See e.g. Catharine A. MacKinnon and Andrea Dworkin, who believe that gender inequality has been
perpetuated by the public/ private divide and the historic link between privacy rights and property rights.
They argue, broadly, that the fact that a man’s home has been viewed as his castle has contributed to the
persistence of the patriarchal family model and has sometimes allowed domestic abuse towards women to go
unnoticed and unchecked. See Catharine A. MacKinnon, Towards a Feminist Theory of the Sate, Harvard
University Press (Harvard, 1989), Catharine A. MacKinnon, Feminism Unmodified: Discourses on Life and
Law, Harvard University Press (Harvard, 1988) and Andrea Dworkin, Intercourse, Free Press (1988).

99 per Thomas C. Cooley (Judge Cooley), Law of Torts, 2™ ed. (1888), p. 29.
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‘right’ means “to go on battering the baby, or cheating the Inland Revenue, or poisoning the
customers?'100 Only the guilty have something to hide, runs the theory.

Thisraiondeis utterly flawed. The ordinary, decent, law-abiding citizen does indeed have much
to fear from privacy invason, not kecause he or she has done or intends to do anything wrong,
but because the State should assume that al individuas have nothing to hide unless it has a
specific, compelling, legitimate reason to believe otherwise. The * nothing to hide, nothing to fear’
rationde undermines the citizen's right to be let done unless the State can demondrate a
compelling reason for interfering, surveying, monitoring, and a method which is proportionate to
that am. Blanket, mass survelllance policies on their face belie any claim to proportiondity, and
can only be judtified if there are compelling arguments in their favour. Further, an examination of
the philosophica basis of the right to privecy reveds that every individua does indeed
legitimatdy have something to hde. When someone reads a book over your shoulder on a bus,
you will likely fed irritated, not because you are reading something smutty, but because your
private space and choices are being intruded upon; equally, most homes have net curtainsin the
living rooms which conced nothing more racy than dinner-eating and t.v.-watching, but again,
they Sgnify the distinction between private and public space.

Technology First, Questions Later

The lack of intdlectudly rigorous assessment of ‘light-touch’, generdised privacy issues is
exacerbated when discussion of the merits or otherwise of a particular technology are delayed.
Given the pace of technological change, and the resdud concept of liberty in the U.K.
(everything is permitted which is not, expresdy or impliedly, forbidden), this results in a
technology developing, taking hold, and the postponement of questions. The proliferation of
CCTV isan example of this order of events, as is the burgeoning nationad DNA database. The
Regulation of Investigatory Powers Act 2000 (RIPA) aso followed this pattern: it was
introduced to provide a statutory framework for well-established survellance activities that had
been hitherto unregulated. Smilarly, Sl.s introduced in September 2003 (under RIPA)
followed this pattern, their explanatory memorandums claiming they were needed to “regulate the
unregulated” and “ provide ECHR cover for existing activities’.

Essentidly, technologies and techniques are being tested in the way an undergraduate
supposedly tests spaghetti boiling in a pot of weter to seeif it is done: throw it againg the wall
and see if it gicks. In the context of privacy, and the ‘reasonable expectation of privacy’ test
now - gpparently - favoured even by Strasbourg, this lack of peer review and legd assessment
a an earlier point isworrying. The reasonable expectation test is not normative: if you push the
limit far enough, the limit itsdf shifts We do not only need to assess what type of regulation
system is needed for CCTV and other technologies, we must remember that the process, the
chain of events itsdf (technologicad development, ralling out, and findly, regulation) means that
questions about privacy “are changing before our eyes”101 The evolving landscape has the

100 G, Marshall, “The Right to Privacy: A Sceptical View” (1975) 21 McGill L.J. 242, p. 243.

101 Raymond Wacks, ‘Privacy in Cyberspace: Personal Information, Free Speech and the Internet’ in Peter
Birks (ed.), Privacy and Loyalty (Oxford: Clarendon, 1997), pp. 93 — 112, &t p. 93.
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capacity, “if not to end privacy, then to redefine what we mean by the term”.102 Over a decade
ago, one writer set out a smple requirement for aprivacy law. In the aftermath of Peck, and the
continuing unquestioning advancement of technologies which may impact upon privacy, it is clear
that his wish has not yet been granted, “A law of privacy, to be worth anything, ought to have
one essentia and smple characteridtic: it ought to work."103

102 3 Boyle, Shamans, Software and Spleens: Law and the Construction of the Information Society
(Cambridge, MA.: Harvard U.P., 1996), p. xii.

103 p, prescott, “ Kaye v. Robertson — areply” (1991) 54 Modern Law Review 451, p. 451.
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