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Prepaid Mobile Phone Service and the
Anonymous Caller: Considering Wireless E9-1-1 in
Canada.”
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Abstract

This paper reports on a recently concluded empirical study into the development of Wireless E9-1-1
(emergency service) in Canada that initially focussed on privacy concerns raised in the context of an
emerging location based service (LBS) for mobile phone users. In light of existing regulatory arrangements
this paper concludes that in Canada the emerging Wireless E9-1-1 system establishes a reasonable level of
protection for the privacy rights of mobile phone users who choose to contact emergency services.
However, an important and surprising issue was raised in the proceedings regarding the dligation of
wireless service providers offering prepaid mobile phone service to obtain verifiable subscriber recordsfrom
their customers. This paper provides details regarding the issue and contributes a number of points to an
emerging debate concerning the right to anonymity for customers who elect to use prepaid or other services
provided over commercial networks.

Introduction

Within the past decade or 0, the dissemination of wirdess communication devices has resulted
in a dramatic loading on public safety agencies to the extent that, as a percentage of tota
emergency (9-1-1) sarvice cdls, mobile phones will soon represent over fifty per cent3 A
ggnificant problem for 9-1-1 operators when dedling with calls placed from mobile phones is
identifying the location of acdler in distress, as these cdlers are often unable to report a specific
location and thus create problems for determining appropriate assgnment of emergency dispatch
and response. Wirdess enhanced emergency service (‘Wirdess E9-1-1') is a new sarvice
innovation being introduced into the public telephone network across North America that
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provides the location information of a mobile phone cdler to a 9-1-1 operator. It promises to
assSst in emergency services dispaich and to dramaticaly enhance public safety through
improved response times. Its development in Canada has aso raised concerns about customer
privacy rights and the collection of persond information when purchasing prepaid mobile phone
sarvice.

This paper reports on arecently concluded empirica study into the development of Wirdess E9-
1-1 in Canada. The study itself examined numerous aspects of the regulatory and industry
processes involved in cregting this early form of location-based service. The research was
informed by published studies in the dynamics of large technical systems and drew upon methods
developed within the field of congtructivist technology studies supported by extensive andysis of
source documents filed with the Canadian Radio-tdevison and Teecommunications
Commisson (CRTC) and the Canadian Wirdess Tdecommunications Association (CWTA).
Findings from the study indicate that the emerging Wirdess E9-1-1 system edtablishes a
reasonable level of protection for the privacy rights of mobile phone customers who choose to
contact emergency services. However, an important and surprising issue was raised during the
proceedings regarding the obligation of wiredess cariers to collect and disclose persond
information from their prepaid customers. This paper explores this issue as it was manifested in
the Wirdess E9-1-1 case, suggesting that the matter coincides with a wider debate concerning
the regulation of eectronic networks and the right of users to remain anonymous while using
these technologies.

The Genesis of Wireless E9-1-1

The gdory of Wirdess E9-1-1 begins in the United States, with the Federd Communications
Commisson’'s (FCC) Notice of Proposed Rule-Making under Docket 94-102, issued in
October of 1994. The primary intent of this Notice was to launch a series of related initiativesto
improve public safety in light of the growing concern over the impact of mohbile phones a the
public safety answering points (PSAPs). Over the course of some thirty-five years, public sfety
groups across the U.S. had developed a rather advanced system for providing tel ephone access
to PSAPs for reguesting emergency services (National Emergency Number Association,
2002d). The firgt gage in this hisory was the informa adoption of a smple, widey known
number that people could easily remember to cdl during an emergency. The digits 9-1-1 were
eventually selected for this purpose. Among other things, the Notice proposed to formalize 9-1-
1 as the nation-wide number for placing emergency cdls.

The origind 9-1-1 system was designed as a Smple voice connection to an operator designated
to handle emergency cdls and dispaich gppropriate agencies as required. With the subsequent
development of more sophisticated telecommunications services, an enhanced 9-1-1 system was
implemented whereby the voice path connection was augmented with two data ements. the
telephone number from which the cdl is being made and the street address associated with the
telephone number (Nationa Emergency Number Association, 2002b). With these two pieces of
information, an emergency operator now had more information available © improve dispatch
operations. With automatic telephone number identification (ANI) cals could be returned in the
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event they were disconnected, or the number could be provided to law enforcement agenciesto
support follow-up investigations. Furthermore, the ANI could be crossed reference with an
automatic location identification (ALI) database to provide the emergency operator with the
street address associated with the telephone number. Emergency cadls could be now more easily
re-directed to gppropriate jurisdictions for digpaich and, in the event a caler was unable to
provide their location verbaly to the operator, emergency personnd could be directed to the
exact spot from which the cal had originated. This ANI/ALI (pronounced ‘Annie-Alley’)
functiondity has since become the benchmark feeture of E9-1-1 across North America.

With the rgpid uptake of mobile phones beginning in the mid-1990s, the well-established E9-1-1
system was quickly becoming fragmented into wirdine cals with ANI/ALI functiondity and cdls
from mobile phones that offered no enhanced functionaity whatsoever. This was because the
origind E9-1-1 service had been conceived within a wirdline environment in which telephone
numbers were more or less permanently associated with street addresses. Mobile phones
undermine this design, as a mobile phone number is not necessarily associated with a fixed
physica location. Moreover, the typical interconnection arrangements between wireless carriers,
incumbent carriers, and the public safety answering points made it technicaly impossible to
provide the enhanced functiondity for mobile phones. This meant that emergency operators were
not even recelving a telephone number from the wirdess cals, leading to delays in dispatching
emergency personnd. A new system for E9-1-1 would need to be devel oped to enable the ANI
function in addition to some form of dynamic assignment of location information for mobile
phones.

The FCC was determined to solve the problem of Wireless E9-1-1 by establishing atwo-phase
process by which wireless carriers would be required to provide ANI/ALI information to local
public safety answering points (PSAPS). In the first hase of the process the U.S. wireless
carriers were required to provide a system that would provide a loca PSAP with the ANI of a
mobile cdler plus low-resolution location information in the form of cdl-gte or cel-sector
address from which the call had been placed to 9-1-1. The second phase requirements are more
rigorous and demand that the wireless carriers implement a system that provides ANI plus high-
resolution location information in the form of near red-time |atitude/longitude coordinates of the
mobile phone. High-resolution is defined according to the system that acarrier chooses to
implement. For handset-based solutions the FCC has set an accuracy/reliability requirement of
50 metres for 67 percent of calls and 150 metres for 95 percent of calls. For network-based
solutions, the FCC requires an accuracy of 100 metresin 67 percent of cals and 300 metres for
95 percent of cals# Phase 1 deployment was originaly set a April 1998 and Phase 2 a
October 2001. The FCC has since revised the Phase 2 deployment timeline, commissioned a
mgor invedtigation, and created a wirdless ‘outreach’ program in the wake of many U.S.

4 A typical handset-based solution uses GPS (Geographic Positioning System) that involves placing a
small receiver in the mobile phoneto enableit to report its physical location using satellite-based radio
signals. Network-based solutions, by contrast, use triangulation techniques calculated at cellular base
stations or control pointsin the wireless network. An advantage of the network-based solution is that
mobile phones need not be modified with GPS in order to be located in geographical space. The website of
the Alabama chapter of the National Emergency Number Association (NENA) offers a good explanation of
these solutions: http://www.al911.org/wireless home.htm
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cariers faling to meet the origind deadline (Federd Communications Commission, 2001,
2003).

FCC Phase Requirement

0 Transmit all 9-1-1 calls to a PSAP
1 Transmit ANI and cell-site/sector
2 Transmit ANI and lat/long location

Table 1: FCC Wireless E9-1-1 Requirements

For many of those in the U.S. wirdess industry, the FCC regulatory initiative inaugurated what
was believed would be a rush by industry to deploy a suite of commercid locationbased
sarvices to recover the cost of deploying Wirdless E9-1-1. Numerous locationtracking vendors
gppeared in conjunction with the FCC mandate and the Wirdess Location Industry Association
was formed as an industry body to promote location based services (Wirdless Location Industry
Associaion, 2001). Speculation in the trade press and much of the popular media aso reflected
an optimigtic sense of inevitability with respect to the future of mobile positioning and location
based services.

Privacy Concerns with respect to Wireless E9-1-1

It is important to note that the initid E9-1-1 development for wireline telephone service was
undertaken within the monopoly telecom regimes of both the U.S. and Canada prior to the
AT&T divedtiture in the early 1980s. As such the deployment of this enhanced functiondity
occurred gradualy throughout North America and under very tightly regulated conditions that
placed dearly defined limits on the disclosure of cusomer information. There is little gpparent
evidence to suggest that it raised significant privacy concerns with the press or among the genera
public. Yet, the progpect of tracking the location and movement of mobile phones within a post-
divestiture competitive telecom sector dmost immediately grabbed the atention of those
concerned with privacy rights and with the prospect of unwanted government and corporate
survelllance that might be made possible using this new technology.

In addition to fairly extensve coverage of this issue in the popular press, a smal number of
dudies have dso been made avallable on privacy rights and unwanted surveillance under the
FCC wireless mandate. David Phillips, for ingance, has suggested that the Wireless E9-1-1
initiative “has created the infragtructure for a general purpose locationd survellance system
cgpable of identifying, tracking and responding to individuas’ (Phillips, 2003). According to
Phillips, this is an implication of the design of the Wirdess E9-1-1 system, especidly if we
consder the potentid of Phase 2 systems to track the movement of mobile phone customers
with high degree of accuracy, dlowing for a rather extensve surveillance matrix thet facilitates
“inditutiond practices of tracking and locaing individuds, profiling individuds, rationdizing
space, creating places, and encouraging appropriate actions in appropriate places.” Whereas
the origind E9-1-1 provided posshilities for smple wiretapping and cal tracing of the individud
while a home or in the office, Phillips bdieves that wirdess E9-1-1 when combined with the
recent introduction of other law enforcement and nationa security legidation has extended these
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possibilities to enable pervasive survelllance or at least the possibility of such no matter where the
individua islocated.

A related study conducted into privacy implications for Wirdess E9-1-1 in the United States and
Canada concluded with two primary concerns. the firs being that “wirdess E9-1-1 has
produced an environment “that is less sengtive to the privacy concerns of individuas and more
attuned to surveillance of populations...”; the second being that this environment engenders a
design, or what the authors term an “architecture’, for Wirdess E9-1-1 that will dictate future
privecy possihilities. In other words, if privacy rights do not take centre stage in the planning of
this location based service, the authors of this study argue that “its protection will never be as
secure asit needsto be” (Regan, Bennett, & Phillips, 2002: 25).

Such an infrasiructure for surveillance need not only serve law enforcement or government
agencies. Aaron Futch and Chrigtine Soares (Futch & Soares, 2001) argue that without “clear
privacy policiesin place, retallers and specidty advertisng and marketing companies are gearing
up to take advantage of location information” generated by the emerging technology that will

enable location tracking of some 120-million wirdess cusomers in the United States> The vdue
of Wirdess E9-1-1 as a public safety messure is not being questioned; rather, here the concern
is being raised with the disclosure of mobile phone location information to third parties such as
marketing firms or locd businesses wanting to capitdize on its potentid for atracting nearby

customers.

Generdly spesking, concern about privacy and surveillance with Wireless E9-1-1 centres on the
disclosure of information related to the location of mobile phones operating on a wireless
carier's network. Related to this concern is another issue of customer consent over this
disclosure, as well as the terms and conditions on which a mohbile phone customer may choose
to deny access to persond information including thelr location. Bennett, for example, points out
quite rightly that part of the atraction of usng one's mobile phone for emergency cdls is the
‘anonymous Good Samaritan’ factor where identity of a mobile caler is not reveded (Bennett &
Regan, 2002). However, as we shdl detal in a moment, the transmisson of a cdler’s mobile
phone number (ANI) and their real-time location (ALI) does not necessarily prevent callers from
remaining anonymous.

The issue of customer consent is addressed to some extent in American legidation passed
following the launch of the FCC mandate to create nationwide Wirdless E9-1-1 cgpability. The
Wireless Communications and Public Safety Act was passed in 1999 and amends section
222 of the Tdecommunications Act of 1996 to authorize the provison of “cal location
information concerning the user of a commercia mobile phone service” soldy for the purpose of
responding to an emergency gStuation.  This authorization redricts disclosure to emergency
response Situations unless “ express prior authorization of the customer” has been provided to use
it for other purposes. Likewise, a wirdess carrier is required to disclose al subscriber list
information that “is in its possesson or control” including information pertaining to subscribers

5 There are currently more than ten million wireless customers in Canada according to the Canadian
Wireless Telecommunications Association.
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whose have chosen to be ‘unliged’ in a public directory. Bennett and Regan have noted that
these amendments to the legidation seem on the one hand to require that customers actively
‘opt-in’ to secondary uses of cdl location information that are unrelated to emergency response.
On the other hand, however, they have observed that

More generdly the [legidation] appears to categorize location information as customer
proprietary network information (CPNI) which cannot be disclosed to third parties without a
customer’s consent or statutory exception. The location information that wireless carriers [might
choose to] collect for non-emergency purposes would appear to be thus classified as CPNI.
The courts, however, have ruled that telecommunications companies cannot be required to have
customer’s “opt-in” to uses of CPNI. The standard then for location information gained through
non-emergency reasons would be “opt-out.” (Bennett & Regan, 2002)

In other words, the decison by US lawmakers to categorize location information as customer
proprietary information (CPNI) has important implications for customer consent over the use of
that information. If location information is classfied as CPNI, then it appears asif it is subject to
‘opt-out’ provisons under current American law, which means that wireless service providers
can eect to disclose such information for non-emergency reasons unless their customers actively
choose to decline it. More generaly, CPNI has been at the centre of longstanding debate over
the privacy rights of telephone subscribers in the United States driven in part by telephone
companies who dam that this is information fdls within the domain of commercid speech rights
(Sparks, 2000).

The definition of CPNI was modified by the Wireless Communications and Public Safety Act
(WCPS Act) to include location information and now reads as follows:

[CPNI is defined ag information that relaes to the quantity, technica
configuration, type, dedination, location, and amount of use of a
telecommunications sarvice subscribed to by any cusomer of a
telecommunications carrier, and that is made available to the carrier solely
by virtue of the carrier-customer relationship. [emphasis added)]

(Legd Information Indtitute, 1999)

Essentidly, CPNI s that body of data generated within a telecommunications network for the
purpose of customer billing: what numbers were didled, the type of cdl (eg.: along disance
collect cdl), the duration of the cdl, the generd location of the callers (necessary when invoicing
mobile subscribers who have roamed outside their home region). The location ement is now
modified and given greater precison with the advent of Wirdess E9-1-1. Section 222 of the
WCPS Act identifies three forms of customer information, subject to a graduated leve of
protection:

Subscriber list information (name, address, and telephone number)

Anonymous CPNI (network activity tracegble to a telephone number only)

Identifiable CPNI (network activity fraced to a telephone number and associated with
subscriber list informeation)
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Subscriber ligt information is collected for the publishing of directories and service providers do
not require customer gpprova to disclose it for such purposes. Anonymous CPNI can aso be
disclosed without customer notice. Identifiable CPNI, however, cannot be disclosed without
prior gpprova of the identified individua customer (Sparks, 2000: 6).

It is important to note that subscriber list information must be combined with anonymous CPNI
to produce an individua customer profile. In most cases a telephone service provider must take
geps to do this for the purpose of hilling, usng the telephone number as a common referent.
And, as noted above, under the new wirdess legidation telephone service providers are required
to disclose subscriber list information during emergency response Situations whether or not it is
associated with CPNI. This is in pat because the useful vdue of CPNI to emergency
responders and other potentia interested parties is derived anly when it is associated with the
name and address associated with the telephone number. Stripped of such an association, CPNI
by itsdf isamply a data profile not inherently tracegble to any particular individud.

This observation may have implications for the collection of persond information by wirdess
carriers and PSAPs when establishing a Wirdess E9-1-1 service and speaks to aforementioned
concerns about privacy rights and the emerging architecture of this syssem. According to its
definitionin current American legidation is appears asif the raw form of CPNI is perfectly suited
to meet the FCC's functiond requirements because, unto itsdf, it fulfills the ANI/ALI criteria
Current legidation notwithstanding, there is no apparent need to associate the tel ephone number
and location with any persona information, such as name or home address, for a cdler who has
dialled 9-1-1 from a mobile phone. A cdler could choose to disclose such information
voluntarily if so requested by the emergency operator without affecting the essentia functiona
performance of the Wirdless E9-1-1 service as currently defined by FCC mandate.

Perhgps the most gpparent chalenge to the collection of persond information in the carrier-
customer reationship is with prepad mobile phone services, where there is no operationa
requirement to cross-reference with CPNI with subscriber list information for billing purposes. In
a prepaid arrangement a mobile telephone number is ‘charged up’ using a prepaid caling card
that can be purchased anonymoudy. As the customer uses the phone service, CPNI is generated
and used to keep track of the prepaid account balance. When a customer’ s account is depleted,
anew cdling card is purchased and the mobile phone is again charged up. In other words, in a
prepaid service arrangement CPNI is tracked to the mobile telephone number and not to the
customer per se. While some wireless carriers may have apolicy of collecting customer persona
information upon activation of a prepaid mobile phone account there is no inherent reason for
this information to be associated with any CPNI generated through the use of that prepaid
service.

This point raises two matters for condderation: fird, it questions the legitimacy of collecting
persond information for prepaid telephone service and, second, it suggests an expanded
discourse within which to consider privacy concerns related to Wireless E9-1-1, asit fdlswithin
the fold of awider debate about setting limits on the disclosure of persond informeation held by a
telephone service provider and used in conjunction with the collection of CPNI. In this respect
Wirdess E9-1-1 is not as unique a development as one might think at first encounter, as the
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CPNI debate has a fairly extensve history and background that scholars and privacy advocates
may draw upon (Electronic Privacy Information Centre, 2003).

The issue of prepaid services, however, opens a new set of questions around the right of
customers to expect a reasonable degree of anonymity when using such a service. Consolidated
datigtics for the US market are harder to obtain but Canadian figures give an indication of the
North American sector and reved that prepaid services account for about 30 percent of total

mobile phone subscribers, while in certain segments of the market it now surpasses 50 percent
(Canadian Wirdess Telecommunications Association, 2003), suggesting a dgnificant shift away
from the traditiona customer-carrier relationship to new forms of service provison for
tedlecommunications. In the United States, the FCC recently clarified that prepaid services and
the related phenomenon of disposable mobile phones do fall under the E9-1-1 mandate but it is
yet unclear as to how the American regulator will decide to ded with collection of persona

information for these services (Hanson, 2003).6

Background to Wireless E9-1-1 in Canada

The issue of privacy in the Canadian context with regards to Wirdless E9-1-1 has so far been a
periphera concern within regulatory proceedings. Privacy concerns have sparked little public
debate in Canada, which is a departure from the American approach where the “the issue of

locationd privecy is firmly on the political agenda’ with respect to the ANI/ALI technology

(Bennett & Regan, 2002). Rather, a concern with technical trids, the regulator’ s demands for ad
hoc interim solutions, and growing voldility in the relaionship between wireless service providers
(WSPs) and public safety answering points (PSAPs) have so far dominated the proceedings on
Wirdess E9-1-1 in Canada (Gow, 2002).

As it gands, current commercia practice and regulatory requirements in Canada limit the
disclosure of customer information when cdls are dided to 91-1. Commercid agreements
between Wireless Service Providers and the 91-1 network operator (usudly the incumbent
wireline carrier) have drict provisons for data record confidentidity as directed by the CRTC
(Bell Canada, 2000). The CRTC ruling is stated in Decison 99-17 and makes reference to
generd provisons for 9-1-1 service and dandard agreements between carriers and
municipdities providing 9-1-1 services at Public Safety Answering Points (PSAPSs). Under these
standard agreements, confidential customer information is provided on “a cal-by-cal bass solely
for the purpose of responding to emergency cals’. However, the agreement that defines the
terms of service for end-users Sates that the customer “waives the right to privacy to the extent
that the confidentid information in the ALI database is provided to the PSAP” (Canadian Radio-
televison and Telecommunications Commisson, 1999). These arangements limit, in a Smilar
way to the American legidation, the use to which customer information can be used when
provided during an emergency cdl to 9-1-1 but dso as in the American case permits the

6 A related problemisthat of ‘uninitialized’ mobile phones. These are phones not registered for service
with any commercial mobile carrier and include special “911-only” devices. Thewirelessindustry in Canada
and the United States has agreed to accept 9-1-1 dialled calls from uninitialized phones, creating a challenge
for tracing these calls (Federal Communications Commission, 2002).
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disclosure of any and all information that may be present within the system at the time of the
cdl, including subscriber list information associated with anonymous CPNI.

The Canadian studion differs dightly from the American insofar as Canada has introduced the
Personal Information Protection and Electronic Documents Act (PIPED Act), in an attempt
to “egtablish rules for the management of persond information by organizations involved in
commercid activities’ (Privacy Commissioner of Canada). The gpplication of the Act currently
goplies to dl federdly regulated commercid organizations, including telecommunications service
providers. The PIPED Act is based on the CSA Modd Code for the Protection of Personal

Information and modeled on a set of fair information principles established by international data
protection standards. The Act marks a mgor step towards reaffirming privacy rights in Canada
as it applies to the collection, use and disclosure of the persond information of employees and
customers of telecommunications service providers. Individuas are now given the lega power to
guestion the purpose of collecting certain information and question how such information will be
used and disclosed. Furthermore, the PIPED Act establishes a mandatory consent option, which
must be offered to an employee or customer stating that consent must be given for the collection
and disclosure of persond information. In the case of providing 9 1-1 service this consent is
granted within the customer-carrier relaionship as regulated by the CRTC (described
previoudy).

Section 5 of the PIPED Act edtablishes genera terms and conditions for the protection of
persond information in Canada. Contextud factors are fundamenta to such terms and conditions
as stated in section 5.3, “An organization may collect, use or disclose persond information only
for purposes that a reasonable person would consider are appropriate in the circumstances’
(Privacy Commissioner of Canada, 2000). In other words, the collection, use or disclosure of
subscriber ligt information in conjunction with CPNI is subject to a test of reasonable
appropriateness. On the one hand, such activities might be lawful under the terms of service
between a telephone service provider and it customers, and indeed in a number cases the
Privacy Commissioner of Canada has found this to be the case (Privacy Commissoner of
Canada, 2003). On the other hand, however, section 5.3 might be used to cal into question the
reasonable gppropriateness of collecting subscriber ligt information for prepaid mobile phone
customers. Moreover, given that anonymous CPNI provides enough information aone to meet
the FCC Wirdess E9-1-1 dandard, it is conceivable that mobile phone customers who
subscribe to monthly billing plans might aso choose to assert a right of consent over the
disclosure of persond details for emergency response, athough such a scenario has yet to be put
before the Privacy Commissioner.

Ongoing ddiberations over the desgn of Wirdess E9-1-1, and more specificaly the ALI

database dructure, may play a sgnificant role in determining what is deemed reasonable and
gppropriate in terms of collection of persond information for prepaid mobile phone services. As
we hope © illudrate in the next section, minor modifications to the design of the exigting ALI

database, as determined in regulatory proceedings or through industry voluntary efforts, may
have far reaching consequences for the protection persond privacy rights n Canada vis-a-vis
current federd legidation.
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We have atempted to show so far that the functiond requirements of Wirdess E9-1-1, as
defined by the FCC mandate, do not require the association of anonymous CPNI with
subscriber lig information. This is most evident in the case of prepaid mobile service, but there
appears to be no reason why it need not be a principle applicable to other mobile
telecommunications services. Indeed, with pay telephones it is currently the case that E91-1is
served while retaining the anonymity of the cdler. Highlighting and presarving this functiond

distinction may be an important consideration in future debates about the design of Wireless EO-
1-1 and other location-based services. This didinction, after dl, may be the variable that
establishes what is considered reasonable and appropriate information in the customer-carrier
relationship for the provison of teecommunications services. In the next section we hope to
illugtrate this point using a debate that in fact occurred over this very issue during the period that
Wirdess E9-1-1 was being developed and deployed across Canada.

Tracking the Development of Wireless E9-1-1 in Canada

While the FCC in the United States had initiated an ambitious regulatory effort to promote
Wirdess E9-1-1, a amilar strategy was not being contemplated in Canadian context. Prior to
2000, the Canadian Radio-tdevison and Tdecommunications Commisson (CRTC) had not
taken a pogtion on Wirdess E9-1-1 except insofar as it sipulated in its Loca Competition
Framework that an enhanced 9-1-1 obligation would gpply to those service providers wishing to
become regulated Compstitive Loca Exchange Carriers (CLECSs). More specificdly, paragraph
286 of the loca competition framework states the following:

... with regard to 9-1-1 service, al [regulated] service providers must ensure, to
the extent technically feasble, that the appropriate end-user information is
provided to the Automatic Location Identification database to the same extent
asthat provided by the [incumbent carrier]. [emphasis added)]

(Canadian Radio-televison and Telecommunications Commission, 1997)

Most mobile phone carriers, aso termed Wireless Service Providers (WSPs), are not included
in this category and thus not obligated to offer any form of E9-1-1.7 If atypicd WSP appliesto
become a fully regulated service provider (a“Wirdess CLEC”), however, it must meet the EO-
1-1 obligation set out in paragraph 286 of the regulatory framework. Because Canada s local
competition framework is established on principles of technology neutraity and regulatory
symmetry, the fact that a carrier provides mobile services is not acceptable grounds for holding
the E9-1-1 obligation in abeyance. In fact, the framework was established with the very intention
of assuming wirdess carriers within its scope of its goplicability should they decide to become
Wireless CLECs8

7 The Canadian regulator is required by legislation to forebear from regulating services that are deemed to
reside within a competitive marketplace. Wireless Service Providersfall into this category and are subject to
very little regulatory oversight. Emergency number serviceisavoluntary offering on behalf of the
Canadian wirelessindustry.

8 The wording of the paragraph suggests that the authors of the framework may have had in mind fixed
wireless services as contrasted with mobile wireless services.
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In view of the fact that the CRTC had decided to forebear from regulaing basic mobile phone
sarvice (Canadian Radio-tdevison and Tdecommunications Commission, 1996) and that there
were no Wirdess CLECs in Canada at the time, the initiative to develop Wirdess E9-1-1in
Canada was therefore left up to the wireless industry, which turned to the matter in late spring
1997 under the auspices of the Canadian Wirdless Telecommunications Association (Canadian
Wirdess Tdecommunications Association. Wirdess E9-1-1 Working Group, 1997). In contrast
to the FCC mandated approach, Wireless E9-1-1 in Canada was initiated through a voluntary
effort between industry players and the public safety community.

By 2002, this voluntary effort had led to the successful deployment of Wirdess E9-1-1 with
FCC Phase 1 equivaency in anumber of Canadian cities. A Canadian version of the FCC
Phase 2 equivdent has not yet been contemplated in any public forum, and the future of high-
resolution Wireless E9- 1- 1 in Canada remains uncertain.

Already a least one commercia location-based service has appeared in conjunction with the
deployment of Phase 1Wirdess E9-1-1 capabilities. Bdl Moability’s MyFinder service offers
directory information based on the cdll-ste/sector location of a mobile phone aistomer (Bell
Mobility, 2002). According to its privacy statement any disclosure of location information is
grictly on an active consent basis with clear limits on the retention of such information:

When we offer you optional MyFinder services that require use or disclosure, or
both, of your cell phone's location and your cdl phone number, we will, first
obtain your express consent before usng or disclosing thisinformation. ...

For your convenience, we will retain a record of your last ‘Find M€ location
request so that you may readily re-accessthisinformation. Each new ‘Find M€
request deletes the previous record that was retained.

(Bell Mohility, 2003)

Customer Anonymity and Prepaid Mobile Phone Services

Despite the limited success of Phase 1 Wirdess E9-1-1 in Canada, its development has not
been without difference of opinion among certain interested parties. In fact, a close examinaion
of the process reveds an ironic twigt to the tale: the closer the industry and public safety agencies
came to implementing a working system, the more they found themsdves a odds with one
another over the issue of populating the Automatic Location Identification (ALI) database with
subscriber lig information. The debate was divided among the wireless carriers on one sde and
the public safety agencies on the other, and boiled down to what type of informationwas to be
placed in the ALI database that would provide emergency operators with the E9-1-1 features.
According to standards developed in conjunction with the FCC Phase 1 precedent, the ALI

database is to be populated with cell Ste/sector address information that is then sent to the public
safety answering point (PSAP) when an emergency cal is placed from a mobile telephone. This
desgn is known in the industry as the Emergency Services Routing Digit (ESRD) solution, which
refers to a number assigned to each cell-site/sector and subsequently linked to an addressfield in
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the ALI database.® For the wirdess industry this was considered the accepted method for
providing Wirdess E9-1-1 (FCC Phase 1).

The public safety agencies, however, have sought real-time disclosure of wireless subscriber list
information, which requires populating the ALI database with the home or business addresses of
al wirdess customers. Representatives of the public safety community have made their demands
known in various forums, drawing on the argument that such information might prove vauable in
locating a cdler during or after an emergency cdl. For its part, the wireless industry has
countered this demand with the claim that such information is meaningless when cdls are placed
from mobile phones that essentidly have no fixed association with a subscriber’'s home or
business address, or even with a particular individud for that matter. Moreover, suggested the
wireless indudtry, such information could ultimately midead emergency response personnel and
send them to awrong location. Allegeations were even made by one industry stakeholder thet the
public safety agencies had a hidden agenda with the law enforcement community, characterizing
their request as “an ad hoc idea with acheckered past” (Microcdl Telecommunications Inc.,
2001), dthough on further inquiry this has proven to be unfounded (CRTC Interconnection
Steering Committee Network Security Working Group, 1999).

Nevertheless, the PSAPs perssted in their demands and were initialy supported by the CRTC
through a directive that required Wirdess CLECs to populate the ALI database with their
subscriber ligt informetion in those operating territories where Wirdess E9-1-1 is not available
(Canadian Radio-tdevison and Telecommunications Commission, 2000). The wirdess industry
protested this directive vigoroudy and the cooperative spirit that had marked the initid
development of Wirdess E9-1-1 in Canada soon disintegrated into caudtic debate and an
eventud stalemate between the wirdless industry and the public safety agencies.

At this point, in late 2001, the regulator stepped in to examine the issue and to solicit input on the
matter of populating the ALI database with the subscriber list information held by the Wireless
Service Providers (Canadian Radio-tdlevison and Tdecommunications Commission, 2001).

Severa months prior to this intervention a mobile phone operator Microcell Connexions Inc.
(under the brand name “Fido”) filed plans with the CRTC dating its intention to become a
Wirdess CLEC (Canadian Radio-tdevison and Teecommunications Commisson, 2000).
Despite the best intentions of the CRTC to ensure technologicd neutrdity in its regulatory
framework, this first attempt to establish a mobile Wirdess CLEC in Canada has reveded
problems with the E9-1-1 obligation as formulated in paragraph 286 of the Loca Competition
Framework.

Paragraph 286 creates a potentia problem of regulatory asymmetry with telecommunications
services in Canada because mobile wireless services are problematic when interpreting aspects
of the current framework. The public safety agencies used the ambiguity of paragraph 286 to

9 Each cell-site or cell-sector (many cellular base stations are divided into three or more zones) is assigned a
10-digit ESRD that resembles a telephone number. The ESRD is delivered to the ALI database whereit is
cross-referenced with address of the cellular base station. Inturn, the physical location of that base station
is assigned an Emergency Services Zone (ESZ) that enables a 911 operator to redirect the call to the proper
municipal authoritiesfor dispatch.
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support a case for including subscriber list information in the ALI database — a case that was
intially accepted by the regulator in Order 200-831 describe above.

During the subsequent debate over this obligation, Microcell Connexions, the company applying
for Wirdless CLEC datus, pointed to the problem that prepaid mobile phone service raises with
respect to populating the ALI database with verifiable subscriber list information. It noted that its
business was predicated on some fifty per cent or more of its customers opting for a prepaid
account. Microcedll gated in its remarks that prepaid services are frequently offered through third
party retallers who are not required to verify cusomer information and in some cases where
prepaid phone packages are sold at convenience stores, retailers may not even collect customer
information. In such cases, te Microcdl argued that fulfilling the ALI obligation would be
onerous undertaking of little practica vaue and, moreover, that it might in fact violate provisons
of Canada's privacy legidation:

[...] we submit that is entirdly reasonable and legitimate for a customer to want
to limit the disclosure of persond information when subscribing to a service,
especidly prepad sarvice where no monthly bill is issued and there is no
apparent need for a subscriber address. [...] Microcdl submits that is by no
means intuitively obvious to a reasonable member of the generd public that a
fixed address must be provided in order to receive mobile phone service.
Resistance to providing fixed address information, therefore, is understandable,
especidly in light of the heightened awareness of privacy rights and concerns
over the ability of organizations to protect persona datain the information age.
(Microcdl Tdecommunications Inc., 2001: 11)

From the perspective of the wireless carriers, E9-1-1 is to provide a functiondly equivaent
system to the wirdine services and thus limited to location and telephone number information
only. Persond information in the form of home or business address is consdered irrdlevant to a
mobile service, and possibly unlawful if gathered with respect to prepaid offerings.

In response to Microcell’ s position, some of the PSAPs put forward the view that customers do
not have a right to anonymity with regard to any form of mobile phone service:

Microcell would have us [PSAPS| bdieve they are now experts in privacy law,
and their customer’s [sic] have the right to be anonymous. How many wirdline
customers have thisright, the answer is none.

(Alberta E9-1-1 Advisory Association, 2002)

Prior to making this statement, the PSAPs had previoudy put forward arecommendation thet al
new mobile phone customer activations be accompanied by two pieces of photo identification as
away of callecting and verifying the subscriber list information for entry into the E9-1-1 system.
Microcdl, in oppogtion, characterized this as an action that would “establish Canada as a
wirdess backwater compared to other countries approach to consumer friendly
communications” suggedting further that such a requirement “is unjudtifiable and offensve to
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persond privacy” when it comes to prepad services (Microcdl Telecommunications Inc.,
2002).

In summer 2003 the CRTC overturned its decision to require wirdess CLECs to populate the
AL database with subscriber list information, opting instead for a more sensible approach based
on a combination of Phase 1 Wirdess E9-1-1 (where avallable) and a mandate for al wirdess
cariers to provide the PSAPs with 24/7 telephone access to their security departments
(Canadian Radio-tdevison and Teecommunications Commission, 2003). While the obligation
to collect and verify subscriber ligt information for Wireless E9-1-1 service may have been put to
res for the time being, a debate about customer anonymity when purchasing prepaid mobile
service may be nonethel ess worthy of further consideration as we will discuss in the next section.

Discussion: The Right to Anonymity and Network Enabled Devices

The reluctance of wireless service providers to provide subscriber list informetion to the public
safety agencies suggests that customer privacy concerns cannot be characterized smply in this
case, but rather that the issue involves a set of considerations that embody business Strategy (i.e.,
protecting customer data from competitors), the functiond vaue of such information versus the
associated cogts of collecting it, as well as existing government legidation and redtrictions on
persona information (e.g., PIPED Act).

Microcdl’s concerted effort to demondrate the problems associated with the collection of
prepaid customer information is tempered by events in Audtrdia, where the regulator has placed
controls on the purchase of prepaid mobile phone service and now requires service providers to
collect verifiable persona identification of cusomers prior to activation (Audrdian
Communications Authority, 2000). The Audrdian regulator clams tha the anonymity possible
with prepaid service was deemed inconsistent under the “obligations of the Telecommunications
Act,” and raised concerns with law enforcement and nationd security agencies.10

At present in Canada it is not the case that subscriber list information is required for Wireless
E9-1-1 service but future regulatory decisons will no doubt continue to set precedent in defining
more precisdly what the phrase “appropriate end-user information” in paragraph 286 of the
Local Competition Framework will come to mean for the future of this service in Canada. The
Austrdian case suggests that despite Canadian opposition to collect customer information for
prepaid accounts through an identification requirement, such an approach is entirely feasble and
would not necessarily establish Canada as a ‘wireless backwater’ of customer service. In fact, it
might just represent an impending debate on which the Privacy Commissoner may be cdled to
issue a judgment, for it is not clear by any means tha a requirement for the collection of such
information has any purpose ex ante for which “a reasonable person,” according to Section 5.3
of the PIPED Act, “would consder appropriate’.

10 Background to this determination is not readily available on the Australian regulator’ swebsite. Further
research needs to be done to look into the circumstance and possible debate that accompanied this
requirement in Australiaand similar requirements that may exist in other countries.
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More generdly, the issue of anonymity rights for prepaid mobile phone service is not unlike that
raised with regard to certain kinds of Internet services, where persona information can remain
diginct from network ectivity. The owner of personal computer is not typicaly required to
provide verifiable persona information when purchasing the device. When purchasing Internet
services a customer may be required to provide persond datafor billing purposes but thereis no
inherent reason that their network identity need be linked to that persond information.
Moreover, a person using an Internet café terminal may not be required to provide any form of
persond information when conducting online activity. The question we would pose is thus. on
principa should prepaid mobile telephone ownership be any different? We might press further
too: should requirements for access to telephone service in generd be any different from using
other networked technologies, such as personal computers or persond digital assstants?
Certainly for public safety reasons, a mobile phone subscriber might wish to have their name
and resdentid address made available to an emergency operator but this is clearly not a
requirement under current definitions of Wireess E9-1-1 service. Likewise, with the advent of
Voice over Internet Protocol (VolP) telephony, there is a smilar chalenge for the provison of
E9-1-1 sarvice to traditiona wirdline customers, who may wish to preserve ther ‘onling

anonymity.

Lawrence Lessig (1999) describes the civil rights chalenge created by the internet as a product
of latent ambiguities in existing regulatory frameworks. A right to anonymity in ownership of a
telephone or telephone number on a public network seems to embody this form of ambiguity.
With an increasingly competitive marketplace for telecom services and the continuing growth of
the prepaid mohile phone market and emerging next generation offerings that will continue to
evolve into more sophisticated portable networked personal computers, regulatory precedents
st in this domain may have far reaching consegquences for the regulation of other types network
enabled devices and thus should be carefully scrutinized by privacy advocates.
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