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Information Technology, Privacy, and Power
within Organizations: a view from Boundary
Theory and Social Exchange perspectives.
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Abstract

Over recent years, information technology has played an increasingly important role in the monitoring and
surveillance of worker behavior in organizations. In this article, we take the position that managers,
workers, and information technology professionals alike see worker-related information as a \aluable
organizational resource and that processes of social exchange influence how this information resource is
controlled. These suppositions are woven together by joining two theories, information boundary theory, a
motivational framework for examining privacy at work, and social exchange theory, which provides a
perspective on socia networks and social power. After discussing these two frameworks and how they
might be interlaced, we analyze a corpus of semi -structured interviews with 119 managers, employees, and
IT professionals that explored questions of privacy, motivation, and power in six not-for-profit
organizations that were undergoing technology-driven change with potential for increased monitoring and
surveillance.

Infroduction

Overwhelming evidence from a series of U.S. industry surveys and research studies has
converged on the ubiquity of employee monitoring and surveillance technologies in U.S.
work organizations (e.g.: 9 to 5, 1990; Orthmann, 1998; SHRM, 1991; 1999; see
Appendix A for more information). Although legal controls on worker rights are stricter
in other locales such as Canada, Western Europe, Japan, and Australia, the use of
electronic monitoring and surveillance of workers and workgroups occurs in those
regions as well (Mayer-Schonberger, 1999; International Labour Office, 1993). In the
U.S. it appears to now be routine for organizations to monitor telephone records, web
usage, email recipient addresses and email message contents. Enterprise computing
systems have centralized work records and other information about job-related activities
in enormous linked databases. Camera surveillance has aso become increasingly
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common particularly in public spaces (e.g., lobbies, parking lots, customer areas of retail
stores), but additionally in nonpublic spaces such as employee locker rooms (also see
Appendix A). The popular press often portrays these uses of technology in terms of the
potential for “violation of privacy,” but this phrasing hides the underlying complexity of
the issues involved by using the emotionally loaded word “violation” to cloud the subtle
dynamics involved in the control over valuable information in organizations.

Leaders and managers of organizations frequently seek strategies for controlling their
organizational environments. Uncontrolled or chaotic environments are problematic for
organizations on a number of counts, not least of which is the difficulty predicting what
will happen to or within the organization in the near or more distant future. Organizations
have consistently sought methods to bring their environments under control; technology
has often played arole in this effort (e.g., Simon, 1965: 73). Haggerty and Ericson (2000)
refer to these concerns as based on management’s, “desires for control, governance,
security, [and] profit...” (609). Technology can stabilize and routinize business processes,
but more pointedly in the present era, information technology can streamline and amplify
the collection and analysis of data as well as its use in decision-making. One source of
uncertainty and unpredictability in any organization’s environment is the behavior of
employees: productive, unproductive, and otherwise. Information technology can provide
organizational stakeholders with data collection and analysis tools to increase the
visibility of employee behavior, uncover patterns of behavior, relate patterns of behavior
to individua and aggregate performance outcomes, and reduce or eliminate the lag
between the discovery of behaviora patterns and subsequent managerial action or
decision making. On the surface, then, information technology appears to provide a
panacea of observation, anaysis, prediction, and control for those who wish to reduce the
uncertainty and unpredictability of employee behavior.

From this point, popular accounts of organizational monitoring and surveillance usually
make a leap into discussion of how such technology violates regulations, cultural norms,
and/or personal rights (also see: Appendix B). Although each of these concernsis valid in
different contexts, this leap passes over considerable interesting territory, by tacitly
assuming that employees simply accept these technologies as deployed, that relationships
among employees and their managers or firms are irrelevant, and that organizations
simply dominate employees with the unilateral imposition of technology. One might
characterize this as the “done deal” conjecture of employee monitoring and surveillance.
In contrast, any reader of the literature on technology acceptance in organizations will
testify that integrating any new technology into a firm requires a set of highly interactive
processes involving a network of relationships among stakeholders such as managers,
employees, IT professionals, and others (e.g.: Davis, 1989). This observation suggests the
possibility that employees do not simply accept technologies that capture potentialy
valuable information about their whereabouts, activities, or knowledge. Rather, one might
suggest that a considered process may takes place in which employees, IT professionals,
and managers weigh what valuable information can and should be captured, what the
benefits might be for each and al parties involved, and what aternative options are
available for avoiding, thwarting, distorting, or resisting information gathering.
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In the present research, we take the view that each stakeholder in an organization knows
that information is a valuable commodity: Managers, IT professionals, and employees all
function as “intuitive information managers.” Relatedly, we suggest that controlling
flows of information about oneself or others is a motivation-driven process. Further, we
suggest that these motivations occur within a context of socia relationships and social
exchange that guides who can learn what, when, and at what cost. This orientation
accords with Ball’s (2003 forthcoming) conception of the “contested and politicized”
nature of surveillance in organizations. Finally, we expand upon the standard dichotomy
of employees versus managers by focusing on the triadic relationship dynamics among
employees, IT professionals, and managers. Lyon’s (2001) recent work on the subtle
“socia ordering” effects of surveillance suggests the possibility that the relations among
these three groups may have changed because of the new technology.

We weave these suppositions together by joining two theories. The first, information
boundary theory, arose from efforts at understanding persona privacy a work. This
theory provides the motivational elements that illuminate when and why individuals
withhold or release valuable information. The second, social exchange theory, provides
an analysis of resource exchange and social power that situates personal motivation in a
network of social relationships. After discussing a synthesis of these two theories, we
analyze a corpus of interviews with managers, employees, and IT professionals that
explored questions of privacy, motivation, and power in a set of organizations that were
undergoing technol ogy-driven change.

Overview of Information Boundary Theory

Information boundary theory (IBT) developed from a program of research that
investigated the impacts of monitoring and surveillance technologies on worker privacy.
Anaysis of multiple waves of interview and survey data (Stanton, 2002; Stanton and
Weiss, 2000, Stanton and Welss, in press) suggested a synthesis of communications
boundary management theory (Petronio, 1991), a group-value approach to organizatiorel
justice (Alder, 1998; Alder and Tompkins, 1997), and a general expectancy-valence
framework for privacy protection (Stone and Stone, 1990). Earlier formulations of IBT
appear in Stanton (2002) and Zakaria, Stanton, and Sarkar-Barney (in press).

IBT predicts that motivation to revea or withhold valued information via a given medium
follows rules for “boundary opening” and “boundary closure” (Petronio, 1991).
Petronio’s work derived from Altman’s (1975; 1976) analysis of privacy, socia behavior,
and socia environments. According to both Altman ard Petronio, boundary opening and
closure are dynamic, psychological processes of regulation by which people attempt to
control flows of vaued information to other people in their socia environments.
Boundary regulation applies to communicative and observational forms of information
technology. Email serves as a prototypical example. Imagine that a worker learns that she
must take a leave of absence to receive treatment for an illness. She must carefully
consider what to reveal, when, and to whom. If she chooses email to communicate her
message, someone might monitor the message, an initia recipient might forward the
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message to someone outside her intended audience, and the possibility exists that a semi-
permanent record of her message will be stored for kater retrieval, either intentionally or
inadvertently. The domain of IBT is thus to predict individual preferences and
motivations regarding the amount and type of valuable information that the individual
would be willing to reveal in this medium. Other organizational applications of
information technology such as performance monitoring systems, knowledge
management systems, list servers, bulletin boards, newsgroups, chat, blogging, and
instant messaging aso exemplify media for which individuals must regulate the
disclosure of valuable information. Such information can relate to any of a variety of
domains including work-related (e.g.: job performance), personal (e.g.: information about
family members), etc. depending upon the communicative situation.

IBT predicts preferences and behavior based on individuals beliefs about the nature of
their relationship with the message audience (institutional, aggregate, or individual), the
expected uses of revealed information, and the expected benefits of revealing
information. As Stanton and Weiss (in press) suggested, individuals frame their uses of
information technology to transmit information in similar terms to those used within
human relationships (e.g., "telling about me," "becoming known," or "becoming visible
to others"). Individuals can articulate a persona “calculus’ of boundary negotiation, i.e.,
the conditions under which permitting information flow is acceptable or unacceptable.
The negotiation of boundaries depends in part upon the status of the relationship between
the sender and the audience (individual or institutional) receiving it.

Prior formulations of IBT elaborated several distinctive sources of motivation (trust,
fairness, value-expressive, and instrumental) but here we attempt to amalgamate these
components by situating each of them within a regulatory focus perspective (Higgins,
1997, 1998). In brief, Higgins work suggests that people use overt behavior (and
particularly socia behavior) as one method of self-regulating emotional states. Higgins
describes two basic self regulatory foci: “promotion focus,” concentrates on the
motivating power of achieving gains and striving toward ideals; “prevention focus,”
emphasizes the motivating power of avoiding or mitigating losses by attending to
“oughts,” duties, or felt responsibilities. In a workplace environment, typical gains might
include career advancement, bonuses, or earned perquisites. Typical losses might include
job loss, punitive sanctions, or removal of discretionary resources. Higgins research
program has repeatedly affirmed that the antecedents and consequences surrounding gain
and loss fundamentally differ from one another in character and process. Recently,
Brockner and Higgins (2001) directly applied Regulatory Focus Theory to work
motivation by integrating goal setting theory, expectancy-valence theory, and behavioral
decison theory under the regulatory focus umbrella. In Table 1 (overleaf) we have
crossed these two basic regulatory foci with the two boundary regulation processes of
IBT to describe four different motivational situations for IBT.
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Table 1:

Motivational Variants in Information Boundary Theory using a Regulatory Focus
Perspective

Promotion (Gain) Focused Prevention (L oss) Focused
Boundary |Exoteric: Redemptive:
Opening  |Revealing information in an effort to Revealing information in an effort
achieve or solidify gains. to prevent or mitigate losses.
Boundary |Political: Protective:
Closure Withholding information in an effort|Withholding information in an
to achieve or solidify gains. effort to prevent or mitigate |osses.

Our distinct motivational categories — trust, group-value, and instrumental — map onto
this arrangement in alogical way. In previous work (e.g., Stanton, 2002), we asserted that
trust was a necessity for boundary opening, and we further refine this assertion by
suggesting that trust is a necessity in the redemptive category. Trust must exist to
facilitate the voluntary revelation of information that casts the message sender in a
negative light. In contrast, the exoteric motivational situation alows for the revelation of
positive information regardless of the trust status of the relationship. In the absence of a
trust relationship, either political or protective motivations may aso lead to the
withholding of valuable information.

In parallel, the group-vaue perspective (Alder, 1998; Alder and Tompkins, 1997; Lind
and Tyler, 1988, pp. 230-240), suggests that the revelation of information can affect one's
status in a valued socia group. In groups that value intimacy and/or secrets (e.g.:
Vangelisti, 1994), the redemptive motivational situation facilitates voluntary revelation of
information that casts the message sender in a negative light. In groups that value status
and achievements, the exoteric motivational sSituation can facilitate the revelation of
information that casts the message sender in a positive light.

With regard to instrumental motivations, we built onto Stone and Stone's (1990)
expectancy-valence privacy framework, in which message senders control personal
information to achieve desired end states. With respect to Table 1, we further suggest that
individuals both strategically reveal and withhold information in expectation of reaching
desired end states. In accord with Higgins (1997; 1998), we have divided such end states
into two fundamentally different types, promotionfocused and prevention focused. Thus,
in an effort to avoid financial loss, revealing one's health problems to an insurance
company might reflect a redemptive motivation, while withholding the date of onset of
those health problems might reflect a protective motivation. An important subsidiary
point demonstrated by this particular example is that the pursuit of gains and avoidance
of loss through control over information places this theory at a more genera level than
impression management and self-presentation (e.g.: Arkin and Shepperd, 1989; i.e.: we
are not as concerned with the tactical use of information in the form of persuasive speech
aswe are in information as a strategic resource).
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Power in Social Exchange Theory

Theory and research on social exchange has flourished since its introduction near the
middle of the last century. Early formulations included works by Homans (1958), Thibaut
and Kely (1959), and Adams (1965). For example, Homans reductionist theory of
elementary social behavior posited that the occurrence of social behaviorsis mediated by
the probability that such behaviors will result in valued reward outcomes. Although these
theories provided a somewhat mechanistic view of exchange in human relationships,
others built on them to develop more nuanced perspectives. Blau (1964), for example,
described his research as an attempt, “to derive the social processes that govern the
complex structures of communities and societies from the simpler processes that pervade
the daily intercourse among individuals and their interpersona relations’ (2). Blau
provided an analysis of several domains of socia interaction, and it is his analyses of
socia power that we use as a starting point for our synthesis.

Blau (1964) adopted an inclusive definition of social power — “al kinds of influence
between persons and groups, including those exercised in exchange transactions’ (p. 115)
— although he acknowledged that this definition might capture some social dynamics not
typically construed as based in power. Importantly, however, this definition allowed the
inclusion of both rewards and sanctions as mechanisms that enforce power in social
exchange. This consideration facilitates an elegant mapping of power mechanisms onto
Higgins (1997; 1998) two regulatory foci. Specificaly, we echo Blau's belief that
individuals exert power over others in organizations partly through mechanisms of
reward and partly through sanctions. This duality aso fits closely with French and
Raven's (1959; French, 1956) notions of reward power and coercive power. Using
Regulatory Focus Theory as a guide, however, we further suggest that there is an
important asymmetry in the exercise of power through these mechanisms. Specifically,
the promise of reward pushes individuals toward a promotionfocused self-regulatory
mindset, whereas the threat of punishment pushes individuals toward a prevention
focused orientation. We expand on the significance of this distinction in the next section.

Blau also added three definitional restrictions. First, he suggested that the recurrent
ability of the more powerful party to influence the behavior of the less powerful was an
important factor distinguishing power from other situations in which the latter agent
could easily “leave the field.” This restriction maps suitably onto workplace power
relationships because the workplace is prototypically a set of linked situations in which
employees and managers enact socia exchange over the course of many interactions.
Second, Blau describes an element of voluntarism in response to power that distinguishes
it from the extreme boundary case of coercion (particularly physical coercion). Workers
often have at least a limited set of choices among a range of compliance and resistance
behaviors, even though they are sometimes severely constrained in behavioral options
due to financial dependency on the organization. Finally, Blau described social power
resulting from an inherent asymmetry in social influence: Relationships characterized by
co-equal influence do not qualify as power reationships. In the workplace, such
asymmetry appears most often between those lower in the formal administrative
hierarchy and those higher, but it seems reasonable to also assume that some peer
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relations are also asymmetric, for example between a more experienced manager and a
less experienced one.

Merging Boundary Theory and Social Exchange Perspectives

In the decades since Blau's (1964) book on social exchange and power, a plethora of
studies and theory developments have appeared on these topics. One important
development was the shift by Emerson (1972) to a focus on the structural aspects of
socia networks among individuals in interacting groups. In turn, Cook, Molm, and others
(e.g., Cook, Molm, and Yamagishi, 1993) subsequently reintegrated the affective
reactions of actors into the structural versions of exchange theory, a key emphasis for us
because of our use of the regulatory focus perspective. The heart of Cook and Molm’'s
integrated theory lies in the balance between dependency and power. To the extent that
one actor is independent of a second actor, but the latter is dependent on the former, a
state of imbalance exists: This imbalance gives the more independent actor power over
the less independent actor. In workplace relationships, these balances are rarely absolute.
A supervisor may have a higher degree of independence than her employee, thanks to her
ability to allocate valued resources and influence personnel decisions, but a degree of
dependency also exists to the extent that the supervisor relies on the employee’ s expertise
and productive abilities to accomplish the work of the unit.

Molm (1991) further suggested that, “ dependence increases with the value of outcomes
that the other controls and decreases with the availability of alternative sources of those
outcomes’ (476). This point serves as our primary linking pin with information boundary
theory. With our focus on monitoring and surveillance practices, one of the fundamental
“valued outcomes’ in the present day organization is inexpensive, timely, and accurate
information about employees and their activities: what employees are doing now, what
they have done recently, what they might do in the future, their capabilities, preferences,
tendencies, and inclinations. Enterprise computing systems, performance monitoring
systems, network activity monitoring systems, and surveillance devices each facilitate a
diminution of employees control over valued information about themselves and their
activities. As a result, those who have access to the information provided by these
systems may “gain independence” if they control this valued resource. In accord with our
integrated perspective, such gains must come attached to reciprocal exchanges with the
less powerful party in the form of promised rewards or potential sanctions.

In contrast with a ssimple dyadic social exchange between employees and management,
however, we believe that I T professionals serve a crucial intermediary role here. Because
of the complexity of many monitoring and surveillance technologies, the typical manager
cannot directly access the information derived from monitoring and surveillance, but
rather depends on the IT professiona to grant such access. This may represent in some
cases a net transfer of independence from managers to IT professionals. The end result
may be that the IT professional serves a “power broker” role in which management
cannot gain the control over employees valuable information without the participation of
IT professionals in the transfer of this control. In Molm’'s (1994) terminology, this
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represents a situation of “indirect- generalized exchange,” in which no one of the actorsin
the social network gains the benefits of exchange without cooperation of the other actors.

Figure 1:
Prototypical Triadic Exchange Relationship

Gains. career growth,
professiona development,

|::> perquisites, bonuses

Losses. job loss,
financia penalties,

Gains. Technology
mastery, staff &
financial support,
perquisites

Losses. Security

breaches, ethical
violations, equipment
downtime

Gains. Achieving
org. goals, reducing

Costs, increasing perf.
[ E—

Losses. Unexpected
events, lawsuits,
proprietary info. loss
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At this point, we need to delve into information boundary regulation for the members of
this triad in order to predict how these power transfers might unfold. Figure 1 (above)
displays each of the three roles, the fundamental resource that each exchanges with
regard to employee monitoring and surveillance, a list of prototypical gains representing
promotion-focused ideals for achievement, and a list of losses representing prototypical
prevention-focused “oughts’ for avoidance. The overall structure of the figure suggests
an indirect-generalized exchange (Molm, 1994) in which valuable information about
employees (including both performance information such as task completion and non
performance information such as personal communications) is a resource created by
employees and made available, by means of technology, to IT professionals. In turn, IT
professionals can and may be influenced to provide management with access to valuable
information about employees. Finaly, management provides rewards and/or threats of
sanctions to employees. At this point it is important to note that we are intentionally
isolating the prototypical resources associated with surveillance and monitoring: A
holistic view of the organization and these stakeholders would undoubtedly reveal many
more resource transactions than those depicted here as relevant to monitoring.

For each role, Figure 1 samples some of the basic gains and losses relevant in a
monitoring and surveillance context. Employees might reveal valuable information
(exoteric boundary opening) in order to gain feedback useful for career growth and
professional development, to gain discretionary privileges (perquisites), or to obtain some
financia award (e.g., performance bonuses). Alternatively, employees might reveal
valuable information (redemptive boundary opening) in order to avoid job loss, financia
penalties, demotion, or loss of other work-related resources. In some cases, employees
might prefer to withhold certain valuable information (protective boundary closure; e.g.,
about the health of family members), for example, to maintain a desired separation
between work and nonrwork life.

IT professionals might choose to enable monitoring and surveillance and provide
management access to the resultant information in order to demonstrate technological
mastery, support the need for staff and financial support for IT operations, and to obtain
discretionary resources (exoteric boundary opening). On the contrary, handling and
granting access to valuable information also opens up the possibility of security breaches
and accompanying downtime, both of which most IT professionals wish to avoid
(protective boundary closure). Additionally, any misuse of valuable information that
results from IT-granted access aso has the potential to be construed as an ethical breach
to the extent that the IT professional facilitated it. Note that these points deliberately
simplify the IT professional role: IT professonals are employees too, and the typical
gains and losses listed for employees apply equaly to them.

Managers obtain valuable employee information, and in particular information about
worker performance outcomes, to achieve organizational goals by reducing costs or
increasing productivity (exoteric boundary opening). In contrast, managers might obtain
non-performance information to avoid or anticipate unexpected events (e.g.: a key
employee taking family leave), to avoid lawsuits (e.g., those that occur because of
harassing communications among employees), or to avoid the loss of proprietary
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information to outsiders (eg., by monitoring and filtering outbound email that contains
valuable information (redemptive boundary opening).

This discussion of gains and losses raises several interesting subsidiary points. First, the
figure affirms that managers can obtain the access to performance information that they
desire through applying rewards rather than sanctions. Relatedly, employee gains seem to
associate with the revelation (i.e.: exoteric boundary opening) of performance-related
information (e.g., task progress), whereas the avoidance of losses seems to associate with
the withholding (protective boundary closure) of non-performance information (e.g.:
about the contents of personal email messages). On the same tack, it is this same non
performance information that seems most closely bound to the loss potential of managers:
The email that the employee wishes to hide may be the one that opens up the organization
to the threat of a lawsuit. Lastly, the insider knowledge that the IT professional has by
dint of full access ard control over valuable employee information may be problematic
because it heightens the possibility of security breaches and ethical violations. Thus, to
gain access without heightening IT professionals’ loss liability, management would seem
to have to provide some assurance against such loss.

In summary, our analysis of the control over valuable information in terms of the power
elements of social exchange suggests several general research propositions to explore.

First, as an overarching assumption of this inquiry, we expect that employees will
not passively accept the capture of valuable information from them, but rather that
a resource exchange process will occur among employees, managers, and IT
professionals. Specifically, we have suggested the existence of an indirect-
generalized exchange triad, in which employees comply with (or resist)
monitoring and surveillance technologies as implemented by IT professionals
when requested by managers who provide rewards or sanctions.

Next, we propose that IT professionals roles in these exchange processes will lie
a the intersection between employees and managers. Relatedly, the high degree
of information accessthat IT professionals may have (i.e.: the technical capability
to view al monitoring and surveillance data) may be construed as a liability
because of the potential this access provides for security breaches and ethical
violations.

Finaly, we expect to find some linkage between regulatory foci and exchange
processes. Managers may promote organizational gains by obtaining performance
information that employees may wish to disclose for their own gains. In contrast,
however, managers may wish to mitigate the organization’s potential for losses by
obtaining access to the same types of nonperformance information that
employees may wish to withhold.
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Method

The primary method used was qualitative semi-structured interviews with employees
from six not-for-profit organizations in various stages of information technology (IT)
change. The organizations represented in these data were a social service agency,
suburban hospital, a psychological counseling center, a private university, and a public
utility; these sites were selected from a larger pool of 12 nonprofit organizations based
on the readiness of their information technology change plans and the compatibility of
their timetables with our research. Data from all six organizations that participated in our
study were included in the analysis. The results are based on our analysis of interviews
(30-40 minutes each) with N=119 different individuals conducted, audiotaped, and
transcribed by a team of 10 trained research assistants from Sept 2001-Sept 2002 (see
Appendix C for sample protocol). Within this sample, we interpreted the role of “IT
professional” broadly by including in this designation 30 employees who had I T-related
responsibilities ranging from maintenance of PC’'s and software training to budgetary and
strategic/long term planning duties. Although the majority of the IT professionas we
interviewed had front line roles, at least one interviewee from each organization was a
director-level IT professional.

The monitoring and surveillance potential associated with each IT change varied
substantially. At the socia service agency, for example, the management deployed
cellular telephones for casaworkers, whose time was primarily spent in the field. The
management’s aims included the improvement of communication, expediting data
processing, and enhancement of workers' safety, although the employees focused on the
monitoring aspects of carrying the phones. The psychological counseling center planned
a move from a paper-based information system to a computerized system for centralized
scheduling of counselors in order to simplify billing processing with insurance
companies. For budgetary reasons, the new system would be only partially implemented,
such that IT staff would temporarily intermediate the processing of necessary information
from and subsequent feedback to counselors. At the hospital, new “enterprise” system
was adopted to replace three overlapping legacy systems whose problems had plagued
the hospital’s processes of data management. The new system was intended to ssimplify
data management, improve interdepartmental communications, and facilitate the work of
IT service providers. Respondents at the university faced routine issues of IT
management and pertinent innovations, rather than major overhauls of IT. Those issues
involved security and privacy of information, new instructiona technology, and hardware
innovations such as wireless networking. The manufacturing plant and the public utility
had planned but not yet begun substantial IT overhauls at their sites.

Results
As a dtrategy for organizing our presentation of the results we have developed four brief
narratives — punctuated by respondent verbatims — illustrating the main themes we

encountered in the interview data. The first two of these describe the employee
perspective in two of our six organizations. The third describes the IT professiona’s
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perspective with verbatims from several organizations. The fourth does likewise for the
managerial role. Because the very large amount of available data prevents a succinct
presentation of all respondents perspectives, we close this section with an overall
summary of responses for the three roles. Throughout the material below, “R” refers to
the respondent, while “1” refers to the interviewer.

llustration I: Social Service Agency and Cellular Telephones

The overarching assumption of our inquiry was that employees would not passively
accept the capture of valuable information from them, but rather that a resource exchange
process would occur between employees, managers, and I T professionals for control over
valuable information. Our interview data with employees from several organizations
displayed reactions of anxiety, frustration, and rejection during the introduction of new
means for collecting and processing of information. Data from the social service agency
portrayed both the reactions and the resource exchange process. About six months before
the interviews were conducted, a new policy had been introduced in which caseworkers
were required to carry cellular telephones for their client visits. The management
established some restrictions on the use of the cellular phones, such as prohibition of
personal use, requirements for documentation of calls, and minimization of non
emergency use. Typicaly, caseworkers described the new telephones in this way:

R: We have cell phones but we aren’t allowed to use them. They are used
for emergencies or if they [management] want to call us. | wouldn't think
about using that phone for calling anyone... We have to fill out aform and
write down what we used it for.

It is apparent from this and other interviews that caseworkers reacted predominantly by
rejecting use of the phones. The following excerpt illustrates a typical reaction:

I: Are the cell phones useful?

R: Not for me, because | am not comfortable with it... We are not alowed
touseit, so | can't get comfortable withit...

I: Have they (the management) ever tried to contact you in the field?

R: ... People get you on the cell phone and say, ‘While you're on your
way back, do this” Well, | have a real hard time with that. | have a red
heavy schedule already, and to be bothered in the field...

In part, employees hesitation to use the cellular phones reflected their unwillingness to
give up their independence, one of the few aspects of their job that made up for the low
pay and difficult working conditions of social service. Giving away information about
their whereabouts might have implicated them in unauthorized behavior and could have
inhibited their freedoms in the future. In addition, the way the telephones were presented
by the management there was an implicit suggestion of distrust that interfered with
caseworkers sense of themselves as professionals (i.e.: trustworthy and responsible).
Rather than contributing to their safety and convenience, caseworkers explained that the
telephones were heavy, a safety risk, intrusive, and left them vulnerable to unexpected
changes in their schedule or other negative consequences. From their perspective,
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understanding that their use of the telephones would not contribute to the care they were
providing for their clients, there was little reason to comply other than to prevent
disciplinary action. Their dissatisfaction about the cellular telephones reflected frustration
over their general treatment by the management. In the following excerpt, this
caseworker described her coworkers' reactions to this aspect of their work environment:

R: Even now, they are having that when you go to a client’s house, they
want to make a way that you can have the client sign something that you
were actually there for the time you said you were there...

I: Why would the management be concerned about that?

R: That they (caseworkers) are wasting time, that they (management) have
no accounting for our time. That they will have closer tabs on us. But you
hear in the back of the office sometimes, ‘I don’t want to be treated like a
baby. | don’'t want a babysitter. | am here to do my job and however long
it takes, it takes.” Y ou know, you hear that all the time.

Explaining this in a dlightly different way, this respondent does not want to take on the
extra burden of carrying and using the cellular telephone because of close association
between the telephone and the management’s lack of trust in her professionalism:

R: | mean, | don’t mind documenting it but | should be trusted. | have a
real hard time with the cell phone... If you don’'t want me to use it, don’'t
give it to me.

Another casaworker describes her concerns in terms of fear of loss:

R: We are accountable like practically every minute where you are going
to be. They are saying that you have to get the client’s signature. | mean,
there are people who have skipped out, but, | mean, | think that eventually
they get caught or they get fired. | mean, if you don’t want to lose your
job...not if you're smart.

The caseworkers' attitude of rejection and the absence of communication between them
and the management reflect an underlying lack of trust, articulated by the respondents in
the excerpts above. As mentioned in the theoretical development, trust can facilitate the
voluntary revelation of information. Using the cellular phones, management could
retrieve information about caseworkers whereabouts and activities in the field. In
contrast, from the caseworkers perspective, revelation of information about activities not
in compliance with maragement’s expectations and demands, such as provision of
transportation services to clients, over expenditure of appointment time, or even attention
to occasional personal errands, would cast them in a negative light. This case exemplifies
the requirement of trust for boundary opening in the redemptive category mentioned
above.

Unfortunately for the organization in this case, trust was never consolidated and the
successful implementation of the cellular telephones and potential information exchange
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were compromised. The absence of trust inhibited boundary opening, and facilitated a
situation where voluntary revelation of information about activities and whereabouts
became increasingly unlikely as aresult of subtle forms of resistance. Aside from leaving
the telephones in the trunk of the car or not learning how to use them, some caseworkers
chose to ignore telephone maintenance requirements or deliberately allow batteriesto run
out.

Even more unfortunate was the precedent for the introduction of other new information
technology. Like many other social service agencies, this organization faced increasing
pressure to comply with federal reporting procedures that require secure electronic
transmission of data. Since there was no change in the prevailing organizational culture,
subsequent plans requiring caseworkers to participate in electronic reporting by bringing
laptop computers to their field visits were met with even more skepticism. This suggests
that the organization could have avoided later resistance to new technologies by
anticipating how the cellular phones affected the nature of social exchanges between the
management and the caseworkers.

The conceptualization of power that we have adopted here has interesting implications in
this illustration: The voluntary characteristic of power implies the possibility of
bargaining by the less powerful. Additionally, the vertica asymmetry of power may
generate horizontal interdependence among the less powerful in the form of collective
action. The response above, along with the two previous responses, appeared to support
the development of a net bargaining potential on the part of the less powerful group,
making a negotiation process necessary. In short, the initial high power of the
management to deploy the cellular phones was reduced in practice by the employees
capability for collective resistance, leading to a need for negotiations.

llustration II: The Counseling Center and Centralized Scheduling

Unlike the previous organization, in the counseling center an initially shaky trust between
management and staff was repaired allowing for completion of a negotiation process and
an IT implementation that satisfied both parties. The initiad intention of the center's
management was to supplement their billing system with a centralized scheduling system
for counselors and a system for managing client record information. In the idealized form
presented by management, the new system would have integrated the various functions of
the organization, reduced the need for archival storage of paper files, and facilitated
billing procedures to improve the financial status of the organization. However, after
consulting with various parties (i.e. vendors, IT consultants, and counselors), it was clear
for the management that such extensive IT changes would not be feasible at that time.
The scheduling system, however, was considered a priority because of its connection
with billing and financial health. For the most part, counselors reacted to the introduction
of the scheduling system with an attitude of skepticism and rejection. From an
information boundary perspective, counselors felt protective of their personal schedules
particularly insofar as giving up control over those schedules would reflect areduction in
autonomy. In the interviews, counselors described their hesitation to give up their current
freedom to take care of some persona errands on occasion, fearing that the requirements
of the new system might hinder these activities.
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R: So | feel a little bit apprehensive of giving a schedule of all my free
hours because | frequently, on my own can see people and reschedule
during the week. So, that | would see as kind of a downside... | have so
many hours | have to fill per week. So, | try to fill every hour, but | like
the flexibility if 1 have to go pick my daughter at school because she's
sick, | can just fly out of here in afree hour and get it done.

Part of the counselors skepticism about the changes may also have stemmed from
unclear communication: Some counselors clearly showed their confusion in the pre-
implementation interviews. A typical reaction from a counselor appears below:

R: Itisnot clear to me yet how that (the centralized scheduling system) is
going to happen or if it is not going to happen. | have heard that one of
the advantages that the scheduling will cancel clients if | was ill for a day
and reschedule clients, but they might have to let me know since | have to
write it in my book. | am not clear how we are al going to do that if it is
the system or if it is therapist driven. | think it is the latter but this has
flipped flopped every time we talked about it for three months.

Complaints about the scheduling system were often not separated from complaints about
working conditions in general. One counselor described their work situation as one of a
“professional sweatshop,” with poor pay and emotionally demanding work, but this was
balanced by their relative autonomy, ability to manage their own schedules, and the
opportunity to work with particular clients. Skepticism about the new scheduling system
in part reflected skepticism that the organization had their best interests in mind. This
counselor contemplated leaving her job if the new system was implemented in a certain
way, and joked that she was currently not being allowed to perform her duties:

...| don't even know whether | want to stay here if someone would do it,
and then they said well, we'll see. Ok, if they would just back up and let
me do my job (laughs).

In light of the autonomy granted by the current system, she did not see the benefits of
having someone el se taking over the management of her schedule:

R: I am only one person with one book, what do | need it on a computer -
you know what | mean? | don’t have to coordinate with anybody else. |
need to coordinate with myself, and if it's on computer then when | am on
my phone and | am not near my computer... , you know it's going to be a
pain in the neck -[long laugh]. That's how | fedl.

Describing the exchange process, this counselor wes not convinced that the new system
would be to her advantage:
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R: | hope the benefit to us is worth the extra steps for having to do it. That
potentially giving up my scheduling, the extra work of having to clue
somebody in every time | make my new change is uncomfortable, but it is
uncomfortableness | am willing to tolerate for the benefits we are going to
get, but it is not what | like.

After formal and informal negotiations, a compromise was reached that met most of the
interests of both parties. The counselors submitted their appointment schedules with
specific reference to the clients they were to see, but did not have to include information
about non-appointment time. Satisfying the management’s more pressing concern to
expedite billing and improve communication with clients, this new system was able to
address both issues without impinging on the independence of the employees. On the
negative side, the counselors had to submit even more paperwork and time delays in input
caused confusion, as staff members gave out mistaken or out-of-date information to
clients about appointments. However, due to the compromises in the implementation, the
counselors appeared to accept the system while continuing to control the amount of
valuable information they wished to reveal about their work schedules. In the excerpt that
follows, a counselor discusses the system after its implementation:

I: Do you have any problems with it (the new system)?

R: No, it works pretty well, because she (the clerical staff) really does her
job. You know, if there is something funky there, she catchesit. Sheislike
asystem in herself. She lets me know or she asks me or something... Um,
| don’t think there are any problems really. Sometimes the paperwork just
hasn’'t gone through yet and the client comes, but that doesn’t happen too
often. They still get to us, but it makes us ook unprofessional.

Both the first and second illustrations depict how employees did not passively accept the
revelation of valuable information about themselves, but here, unlike in the first narrative,
the employees participated successfully in a negotiation process. During this process,
both parties compromised their interests and, although only a partial implementation of
the new IT system occurred, employees displayed fewer complaints and a higher degree
of compliance, while management was still able to benefit. Thisillustration aptly captures
the combination of information boundaries and social exchange: The counselors were
willing to give up some of their autonomy (as represented in the information contained in
their daily schedules) in exchange for other benefits that management was able to supply
viathe change.

lllustration lll: IT professionals at the Intersection

IT managers appear to have unique roles in these exchange processes because they find
themselves at the intersection between employees and managers. Treated with resentment
by staff because they become "surrogate managers,” traditional ways of negotiating
interests and protecting information have been changed or taken away by the new
systems. The following example from the hospital |aboratory shows an employee with IT
management responsibilities who is “caught in the middle’ between the other employees
and the management.
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I: You were saying thet there are a lot of things that you like about your
job. Are there some things that are frustrating about it?

R: Uh, yeah ... the inability of the staff to realize that I'm here to help and
not to be ... you know, (pause) I'm not management but I'm not union ...
So sometimes they get very defensive - if I'm trying to help they don't see
it as a help - they see it as more of a "she's telling us what to do again”.
I'm here to help - I'm the one who has the computer experience, so that's
very (pause) depressing and upsetting that ...

I: Why do they do that?

R: Because they have the mindset of a union - that, their boss is
management and thisis his secretary - she knows nothing .... No, granted |
can't go in there and draw a patient but at least | can get you ready to go to
that patient you know ...

In the excerpt above, the respondent began by creating three categories within the
organization: people from management, union members, and people like herself who
were neither. Through the uses of these categories, she revealed each party’s interests,
responsibilities and in particular, how aspects of their jobs that are related to IT are
shaped by it. In situations where she provided troubleshooting services for union member
staff, they responded with skepticism and “defensively” to her, assuming that she was
management. With the introduction of the new IT, employees could no longer use the
familiar mechanisms for responding to change because the system and the IT person
provided a new layer of indirection to management. From a staff standpoint, the IT
system and those who tend it are natural extensions of management. The IT system (alias
surrogate manager) not only imposes new demands and expectations on employees but
also assesses their activity level and krowledge. In this excerpt, we could indirectly see
the employee response in the form of frustration addressed to IT personnel.

IT managers explained that although they have access to a great deal of information, they
wanted to control its use and they made efforts to communicate to employees about their
access to the information. In this excerpt, the IT director at the hospital explains that he
does not want to use monitoring in his organization.

R: Another case, where the local cosmetics rep would be selling with the
use of the company email system. That kind of thing could be discovered,
and probably would be discovered eventually, on a case-by-case basis. It
wouldn't require a mass monitoring for that. And it wouldn't be a major
threat to the organization either. That's my attitude. | don't want to
monitor, or even have people to think we are. | would like to make these
tools encourage the most efficient forms of communication quick, fast,
and okay as long as it goes by certain guidelines.

The primary IT director at one of the academic units in the university explains that he
found himself in troubling situations because of this access:
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I: Do people ever wonder how much access you have to their information,
to their email?

R: No | make sure everybody knows that me and one other person has
access to everything. You got to understand that because we have to have
access, and | assure them whenever of my persona ethics on
confidentiality and al that stuff. | never let them become compromised...
I'll share an incident with you that was a little troubling to me... | worked
for a company where there was a disgruntled employee and there was a
lawsuit involved. | got a call from person above me that they wanted me
to capture all of this person's email and make it available to them. | know
legally that al mail in an electronic system owned by a corporation,
business, is a property of that business. But | thought | felt badly about
walking a fine ethical line. | felt | would compromise that employee. It
was troublesome to me. | don't hide that | have access to everything. |
control various levels of access in my department; | make sure people, |
want them to know how much access we have. So there are no surprises.

This excerpt suggests the importance that this I T professional ascribed to the ethicality of
his behavior. The fact that he dealt with alarge amount of sensitive information related to
surveillance and monitoring made him vulnerable to possibly inappropriate requests from
above. In addition, however, he hints that his access was a cloaked source of power. In a
kind of “Santa Clause” assertion he mentions that, “I want them to know how much
access we have,” as away of signifying to any who might misbehave that he is able to see
and respond to their misdeeds. Together, these two points represent a kind of dilemmatic
bind: Access to information provides the potential for power over those who might
misuse organizational resources, but exercising this access (e.g., by granting it to
management) must be carefully guarded lest it be misused.

In contrast to the previous excerpt, however, in which the IT professionals described their
roles with reference to monitoring proscribed behavior, the following excerpt pertains to
the performance of regular work tasks:

R: I think it (the new system) will help...with a lot of feelings in some
departments that this person works harder than | do or | work harder than
this person, but it will help stop the rumor mill because it will say you've
processed 8 and she's processed 20. Uh, there's something wrong with this
picture, the workload isn't equal, let's distribute it a little more equal.

Here, the IT director (from the utility firm) indicated that her access to performance
information enhanced the possibility of ensuring fair, performance-based outcomes for
the employees involved. Note that establishing the contingency between performance and
outcomes has traditionally been within the purview of management, so this excerpt again
hinted at the IT professiona’s new intermediary role between staff and management.
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lllustration IV: Managers and IT

Managers often seemed interested in the potential of electronic monitoring and
surveillance as a management tool, believing that it would improve their ability to track
events and thus protect the organization. For example, under requirements to comply with
federal regulations, the director of the hospital laboratory describes the use of monitoring
to fulfill this need as a necessity that results from the weakness of written policies:

R: Yes, we have written policies, and there's confidentiaity, and we have
compliance, that's the buzzword now, corporate compliance, so they
yearly have to sign this thing about confidentiality and corporate
compliance, and everything else (sounds bored). Words on paper, you
know: “Hey, I'll sell you some results for 5 dollars, and if | get caught, I'll
go somewhere else.” | mean, they (the employees) don't do that, but that
possibility is there for anybody to do. Just signing a statement isn't a big
thing. You don't have to be big brother, but you have to have a means of
tracking who was in what, where, and you can figure out why.

Interested in the potential benefits for the organization, this manager (an IT manager with
primarily management responsibilities) from the public utility explains that the
transaction log capabilities in the new system will help her find and correct mistakes:

R: Well, | don’t think (monitoring) is a bad thing... because if you make
an error and no one tells you about it, how do you know you made that
error and how do you correct it? For those people who get bent of shape
because you told them that they made mistakes- you know what, everyone
makes mistakes- everybody needs to know how they can fix their
mistakes.

At the same time, despite the potential gains (and prevention of losses) that they ascribed
to the new systems, some managers described themselves as unknowledgeable from a
technical standpoint and thus dependent on their IT directors and other IT personnel for
the deployment of IT. Rather than being an obstacle to their work, they sometimes
described their lack of formal technical training as an asset:

R: | think it's dangerous to have a technological expertise...If you are a
Novell person, you see all of the solutions in terms of Novell solutions. If
you are a UNIX person, you see it as a UNIX. If you are an information
systems person, you tend to think about things that way... There are some
advantages to not coming out of any of that, and sort of learning from each
of them.

Counting on others a great deal for the direction of the changes and the implementation,
these high-level managers describe their reliance and trust on the people who work
directly under them, as well their awareness of the power dynamics found within these
interactions:
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R: ...whenever there is a decision to be made about this, | make it but |
make it in their (my directors) presence. So anybody’'s who's
uncomfortable with it, | try to explain my decision...l guess it's hard to
speak up in a group againgt the boss, but to me it’s important that they do
that, when it's necessary.

R: Well, | trust... the [IT] people that are in charge, and | think they share
that philosophy...So | don’t have to pose any kind of discipline on them...
The amount (of money) they get is (my decision), but, you know, how
they spend it, | don't get involved in. | just occasionaly, if it affects me
personaly, | weigh in.

This latter excerpt affirms that this manager gives a high degree of decisionmaking
autonomy to the IT professionas that work for him (“...I don’'t have to pose any kind of
discipline...”). As the IT professionas narrative implied, however, this autonomy
congtitutes a two-edged sword because it leaves the regulation of valuable information in
the IT professiona’s control, with a consequent need to ensure ethical use of the
information.

Consistent with the idea that these managers and high-level administrators feel that their
expertise and priorities must be in other areas, there is a perception on the part of many
IT personnel that management’s primary interests ignore technical concerns. An IT
specialist explained this divergence:

R: They’re speaking different languages. They have different perspectives
on the world. There’s alot of animosity. You know, the techies are the
bitheads. You know, they’re the network people... (They) are like, “It's
my network,” you know, “We run this stuff for you.” And there's always
sort of been this source of contention... On the other hand you have the
business people who don’t really understand what IT can do, and think
they can just snap their fingers and something will happen. And that
doesn’t work either.

Together, these data suggested that the manager group is removed from the technical
dimensions of monitoring in terms of expertise with the technology, that in some cases
they see this distance as advantageous, and that they provide strategic direction while
relying on IT professionals to provide access to the specific benefits that IT can generate.

Summary
The narrative above described findings for each of the three categories of individuals

affected in different ways by IT driven change and resultant changes in employee
monitoring capabilities. Looking across the whole corpus of interviews, IT changes
seemed to affect traditional modes of interaction between employees and executive
management. Traditional negotiation processes surrounding duties, rights, procedures,
and policies including security and surveillance were redefined by the presence of the
new IT system and its technical providers. The development and implementation of new
processes to capture valuable information became new loci for negotiation. Due to the
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direct and continuous interaction of the IT personnel with employees during the
implementation and management of the IT systems, IT personnel were often perceived as
responding to management's interests. As a result, staff sometimes believed that IT
personnel had established a new channel for communication with management.

IT personnel without formal management responsibilities were often responsible for
directly carrying out the technical implementation of the new technology. They were
expected to manage and maintain the IT system and compile and report surveillance data.
The variety of their activities led to intensive interaction with genera staff, creating new
loci for negotiation and modes of communication. Those at the top of the hierarchy of IT
professionals had usually been hired to design and implement IT systems and given a
relatively large amount of budgetary and decision making discretion to do so. Together
these elements amounted to an extensive degree of independence and responsibility. This
appeared to create a dilemma In order to guarantee success, they were required to
respond sensitively © various interest groups along with making delicate adjustments
throughout the various implementation processes. These dua responsibilities (implement
IT as requested by management; be sensitive to the concerns of general staff) placed them
in a conflicted position.

Regardless of their prior IT expertise or degree of interest, senior administrators had as
part of their responsibilities the analysis of costs and benefits of new technologies. They
hired and relied upon IT experts to help them understand the capabilities of IT systems
and to help with the technical details associated with implementing IT. They
demonstrated sensitivity to the increased information collecting and monitoring
capabilities of the new IT systems, but their reliance on IT experts © help "trandate”
technical issues into nontechnical perspectives may have limited their ability to
anticipate the full range of possible consequences.

Discussion and Conclusion

Our interview data provided some support for our synthesized framework of information
privacy, power, and social exchange. In these six organizations employees did not appear
to passively accept the capture of valuable information about them, but rather engaged in
negotiatory processes in which they, along with managers and I T professionals, set some
of the boundaries around how new IT would be used to manage vauable information
flows. Next, the roles of the IT professionals in these processes were not inconsistent
with the notion of intermediation between employees and managers. The high degree of
information access that IT professionals had was viewed both in terms of the power it
conferred and in terms of its potential for use and abuse by management. Finally, the
proposed dependency of management on IT professionals for access to the valuable
information from the new IT also manifested in our analysis of the interview data. Taking
all these results together, the proposed triadic socia exchange configuration worked well
as an explanatory framework for examining the dynamics of power and information
control within these organizations.
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Our respondents talked about the knowledge gaps and aternative knowledges that could
potentially hurt them in the event of the changes (Ditton, 2000). Specifically, they
showed an awareness of how the surveillance aspect of the technological changes, rather
than enhancing total knowledge about them, might easily cause misunderstandings and
knowledge gaps that could potentially hurt them and the quality of their work lives. An
example of is the scheduling system for counselors that would bring more attention to the
time that they are not in their offices. For example, respondents explained that much of
their work is done at home in their free time, and that the new system will give an
inaccurate picture of their dedication to their work. Although some of their activities will
come under closer scrutiny, these activities may not reflect their actual workloads,
commitment to the organization, or ability to accomplish the tasks expected of them. As
we saw most clearly in the socia service agency and the counseling center, employees
actively participated in assigning of meaning to the new surveillance processes.

In the case of some predictions that we derived from the synthesized theory, we found no
explicit themes in the interview data to provide support or refutation. We expected to
uncover some linkage between regulatory foci and social exchange whereby managers
promoted organizationa gains in aignment with employees gains, but avoided
organizational losses in conflict with employees motivations. Specifically, we expected
employees to see gains in the revelation of positive information about performance
outcomes, and losses associated with the revelation of non-performance information. We
expected managers to align with employees on the former and conflict on the latter, but
we found no explicit evidence either way in the interviews. The absence of evidence may
reflect a problem in the framework or trouble with our method of semi-structured
guestioning.

On a more general note, it is important for the reader to carefully consider some of the
other limitations of our methods when interpreting these results. Because the number of
organizations was small, and the set of organizations was limited to non-profits, one
should only cautioudy project the relevance of these findings onto for-profit
organizations or organizations in general. Likewise, the interview data we collected,
though reflecting the responses of more than 100 individuals, should be interpreted as
suggestive of the beliefs, attitudes, and feelings of a subset of U.S. workers. Most of the
individuals we interviewed were college trained, experienced professionals working in
small or medium service-oriented organizations. Thus, our findings may not apply to
other kinds of workers. Relatedly, although our cross-section of IT professionals included
employees at a variety of levels in their respective organizations, we know that we have
not fully represented the variety of ways in which the roles of IT professionads are
evolving with respect to the implementation and management of monitoring and
surveillance technologies in work organizations. Finally, our use of semi-structured
interviewing excelled in providing a rich description of thoughts that respondents wished
to publicize in the confidential interview setting, but it is likely that behavioral
observations, anonymous self-reports, or other less intrusive methods might have yielded
different points of view on the questions we explored.
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Despite these limitations, however, we believe that the theory development and
preliminary support that we have described in this paper have value both for future
research and for humane practice in organizations. From aresearch perspective, the initial
formulation of aframework that merges a theory of privacy with atheory of power seems
to provide a useful starting point for further development and research. Privacy, in
particular, though extensively studied as a legal and philosophical concept (e.g., Garret,
1974; Gavison, 1980), receives insufficient theoretical attention within the social and
behavioral sciences (cf. Foddy, 1984; Newell, 1995). From a practice perspective, we
believe that the evidence of employee resistance to the new IT systems described in this
paper underscores the point that the introduction of monitoring and/or surveillance into
an organization most “profitably” occurs within the context of a negotiatory process that
brings management, employees, and IT professionals to the same table. Without
recognition of and attention to the power dynamics surrounding new information
technology by all involved stakeholders, the likelihood of effective, beneficial use of
organizational monitoring and/or surveillance seems low.
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Appendix A: More Details about Flows of Worker Information

Technology, particularly networked computers and the Internet, has affected information
flow and control many areas of organizations. For example, in staffing, organizations use
the Interret to capture resumes and screen recruits with tests (Stanton, 1998). In training,
organizations use online curricula and certification to assess employees skills
(Greengard, 1999). In performance management, electronic monitoring and surveillance
of employees has increased, especially the monitoring of email and web browsing (Sipior
and Ward, 1995). In benefits, organizations use information systems to send worker data
to insurance companies, payroll companies, etc. (Taylor and Davis, 1989; Thurston and
Jones, 1994). Although each use of technology has an ostensible goal of benefiting the
organization (e.g., through cost reduction), each use aso changes who controls
information about workers. Table 2 lists a handful of representative citations and an
illustrative issue pertaining to new flows of worker data.

Table 2:
Examples of problems at the intersection of organizations, technology, and data about
workers.

Citation Problem Described

Bennahum (1999) Unintentional/unplanned  collection/storage of email and
subsequent legal discovery led to increased liability for sued
organizations.

Ethics Officer 66% of surveyed computer workers reported having performed

Association (1997) one or more unethical actions at work during the previous year.

Greene (1998) Employees were disciplined and/or fired for "Internet Addiction”
detected via computer monitoring.

Grossman (1998) Firms monitored employee use of pirated software to avoid lega
liability.

Hae (1998) Network security breaches made employment records vulnerable.

Hatch and Hall Video survelllance of employees led to lawsuits and

(1997) management-union disputes.

Ross-Flanigan (1998) | Distance collaboration with colleagues undermined trust within
work groups.

Sipior and Ward Organizational needs for liability and trade secret protection

(1995) conflicted with privacy of employees email.

Steptoe and Johnson | Covert audio and videotaping of employees created legal pitfalls

(1999) and undermined trust among workers and managers.

Each of the examples in Table 2 shows a different way in which a change in the flow of
worker information shifted the organizational landscape, primarily by providing some
actor(s) with increased access to sensitive or valuable information about workers. In
1990, Marx et al. painted a picture of an omniscient organization with data collection
systems that infiltrated every aspect of employees work lives. Although this dystopian
vision has not manifested in its entirety, Orthmann (1998) reported that over two thirds of
companies surveyed by the American Management Association used some type of
monitoring or surveillance. Instead, the use of technology to collect data about workers
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has evolved haphazardly. As Smith (1993) aptly showed in his case studies, in following
such evolutionary paths organizations usually fail to consider the possibility of
unintended consegquences from new technologies, and thus are in a reactive stance when a
legal, ethical, or labor problems arise. Shifting from a reactive stance to a proactive one
could enhance the well being of both workers and their organizations. In part, we believe
that such an approach requires anticipating and understanding how control of worker
information in the organization affects the nature of socia exchanges and power
dynamics among the various stakeholders. In the following sections we propose a
synthesis of theoretical perspectives that provide at least a starting point for exploring the
intersection of technology, information, and power in organizations.
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Appendix C: Sample Interview Protocol (Workers at Social Service
Agency)

Before we begin, | need to mention a couple of formalities about this interview. | am
working with Dr. Jeffrey Stanton at Syracuse University on a project that has been funded
by the National Science Foundation. This research has been approved Syracuse
University’s ingtitutional review board and given project number 01123. In this research
we are looking at some effects of technology on the workplace and the changes that occur
with the introduction of new information systems and practices. We would like to get
your perspectives on these issues during this 50-minute interview.

All of your responses will remain confidential. We will aggregate information from many
individuals to develop our research conclusions. Neither you personaly nor your
organization will be identified in any of our research. We will protect your identity in
any reports that are provided as feedback to your organization.

With your agreement, we would like to tape record this interview. For this reason we ask
that you try to avoid naming specific individuals associated with your organization.
Remember that your participation is voluntary and you are free to not answer any
guestion that does not fit your circumstances or that you fed is inappropriate; you may
also withdraw from the interview a any time. As you know, | have aready obtained
approval to ask for your voluntary participation. If you wish to participate, please read
and sign the attached informed consent forms. Please keep one signed copy of the form
for your records.

General Questions

What is your position? Can you tell me a bit about what you do here?

How long have you been with the organization?

How do you feel about your job? What do you like about it? What do you didike?
What are your current responsibilities in your organization?

In brief, what is your “wor kflow’ now? (Optional: What kinds of records do you
keep? What is the process for keeping these records — timing and so forth?)

What is troublesome about these tasks? How might these be improved?
(Optional: What are the problems you are having right now? What other records
do you need to access that you cannot conveniently obtain now? How often would
you need those data?)

7. How do computers (eg., laptops) fit into this process now? Do you use a
computer at work? At home?

agrODNOE

o

Communication

8. How do you communicate with other people in your job? With clients? Other
caseworkers? Supervisors? Office staff? Other departments?

9. With whom do you communicate most often and about what topics?

10. How important do you judge these communications?
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11. How much do you count on infor mation from other people in order to be able to
do your job?

12. How do other people in the organization communicate with you?

13. What kinds of information is communicated and how frequently?

14. Are there any barriers to communication between you and specific individuals
(no names, please)? Within the organization as a whole?

15. Can you think of any ways these could be over come?

Changes due to Information Technology

You may have heard that your organization is planning to introduce a new software
program and the use of Iaptops in the field, which will change the way you do your job.
Now | would like to ask you some questions about these changes.

16. What have you heard about the proposed changes?

17. What are your concerns about the proposed changes?

18. How would using a new information system affect your relationship with
clients? Other caseworkers? Supervisors? Office staff? Administration?
Anyone else in the organization?

19. How would using laptops in the field affect your relationship with clients?
Other caseworkers? Supervisors? Office staff? Administration? Anyone else
in the organization?

20. How do you think your coworkers will react to the proposed changes?

21. How do you think your clients will react? What makes you think this?

22. What benefits can you see of having this new information system? What
benefits can you see of having laptopsin the field?

23. In what ways might it make your work life easier? More difficult?

24. What features or capabilities would the “perfect” system include?

25. How do you feel about learning the new system?

26. How do you feel about learning how to use a laptop in the field? (Or if you do
not have computer experience, how do you feel about learning to use a computer
in general)

27. In an ideal world, how would you get your training on computers, the new system,
and for using laptops in the field?

28. Would it be useful to have some training in how to explain the laptops to
clients?

29. What ways do you have, in genera, to cope with change that occurs in your
department?

30. If you have worked in a similar setting, can you talk about how you handled
information differently there?

31. How confident are you that this new system will actually be successful at
improving the effectiveness of the work done by your office?

32. How do you see the new system increasing or decreasing some of your current
job related stress?

33. How do you see the system affecting your job satisfaction?
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34.Based on your experiences in other employment settings, where does this
organization stand in terms of using technology to help staff members do their
work more effectively?

Information Boundaries

35. Think about the information that will be stored in the new system that we' ve been
discussing. What, if any, of this information is sensitive? For example, what
kinds of sensitive information will the system have about clients, you personaly,
or about your work activities?

36. In your opinion, how should access to this information be controlled and
protected? For example, who should have acess to it and what procedures
should they have to follow to get access?

37. Do you fed that the planning that is going into this information system and its
reported capabilities will be sufficient to deal with your concer ns about sensitive
infor mation?

Barriers and IT language: User perspective

38. Who are the people here who are directly responsible for information technology
(IT) in this organization? (If they are not familiar with IT, you can ask them about
computers in genera)

39. How much contact do you have with these people or that person?

40. What is it like working with them? In what ways do you depend on that person’s
expertise?

41. How do they communicate with you about I T issues?
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